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ONNPEJAEJIEHUA

B HacTosieM JOKyMeHTE HCIIONb3YIOTCS CIENYIOINE TEPMHUHbI H UX ONPEIETCHUS.

ABTOMATH3HPOBAHHAS CHCTEMA— CHCTEMA, COCTOSIIAsl U3 NMEPCOHANa M KOMIUIEKCA CPEICTB
aBTOMATH3aLMN €r0 JIEATENbHOCTH, peaNu3yromas HHPOPMAIMOHHYK TEXHOJOTHIO BBITIOJHEHUS
YCTaHOBJICHHBIX (yHKIIHH.

AyTeHTH(PUKALHS OTIPABUTEIS AAHHBIX— IOATBEPKACHNE TOTO, YTO OTIIPABUTEINb IOy YEHHBIX
JaHHBIX COOTBETCTBYET 3asIBIIEHHOMY.

Be3onacHOCT MepPCOHAJBHBIX AAHHBIX— COCTOSIHHE 3aLTUIIEHHOCTH MEPCOHANBHBIX TAHHBIX,
XapaKTEePH3yeMOe CIIOCOOHOCTBIO MOJIB30BATENIECH, TEXHUUECKIX CPENCTB M MH(POPMALIMOHHBIX TEXHOJIOTHI
obecreunTh KOHPUIESHINATBHOCTD, IEJIOCTHOCTD U IOCTYITHOCTh MEPCOHATBHBIX TaHHBIX MPU UX 00padoTke
B MH(OPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX TaHHBIX.

Buomerpnueckue  mepcoHajJbHbIe  AAHHBIE—  CBEICHMS,  KOTOPbIE  XapaKTEPHU3YIOT
¢dusnonornueckne OCOOCHHOCTH YEJIOBEKA M HAa OCHOBE KOTOPBIX MOXKHO YCTAHOBHUTH €ro JIMYHOCTb,
BKJIFOYast poTorpaduu, OTIeUaTKy NajbleB, 00pa3 CeTyaTKu ria3a, 0COOEHHOCTH CTPOCHUS TeNa U IPYTYIO
nonoOHy 10 HHPOPMALTHIO.

BiiokupoBaHue mepcoOHAJBHBIX JAHHBIX— BPEMEHHOE MpeKpalieHne cOopa, CHCTeMaTH3aLuH,
HAKOIUIEHHsI, HCTIOJIB30BAHMS, PACTIPOCTPAHEHHSL, IEPCOHAIBHBIX JAHHBIX, B TOM YHUCIIE UX EePEeNadH.

Bupyc (KomMnbloTepHBI, NPOrpaMMHBbINH)— HUCHOJHAEMBIM MPOrpaMMHBIH  KOJ WM
UHTEPIPETUPYEMBII  HAOOp  MHCTPYKLUWH, OOjmamaroluuii  CBOWCTBAMHM  HECAHKIIMOHMPOBAHHOTO
pacripocTpaHeHust U camoBoctpon3BeneHus. Co3manHbpie 1yOIUKaThl KOMITBIOTEPHOTO BHPYCa HE BCErna
COBMAJAOT C OPUTHHAIOM, HO COXPAaHAIT CIIOCOOHOCTh K [JaJbHEHIIEMYy PpacHpOCTPaHEHUIO U
CaMOBOCITPOH3BEICHUIO.

BpeaonocHas  mporpamma—  mporpamMma, — NpeAHA3HAYeHHAs AN OCYIIECTBJICHHS
HECaHKLIMOHUPOBAHHOTO JAOCTyna W (WJM) BO3IEHCTBUS HA TNEPCOHAJBHBIE [AHHBIE WM PECYypChl
UH(POPMALIMOHHOH CUCTEMBbI ITEPCOHAJIBHBIX TaHHBIX.

Bcenomorare/ibHbIe TEXHHYECKHE CPEICTBA H CHCTEMbI— TEXHUYECKHE CPENCTBA M CUCTEMBI, HE
npenHa3HaYeHHble U Tepenadn, oOpadOTKHM M XpaHEHUsT NMEePCOHANBHBIX AHHBIX, YCTAHABIMBAEMbIE
COBMECTHO C TEXHMYECKHMMH CpPEICTBAMU W CHUCTEMaMH, IPEAHA3HAYeHHbIMU Ui 00paboTku
NEPCOHANBHBIX JAHHBIX WM B TOMEIIEHHsX, B KOTOPBIX YCTaHOBJIEHBI HH(POPMALMOHHBIE CHCTEMBI
NIEPCOHAIIbHBIX JAHHBIX.

JlocTyn B ONEPALIMOHHYIO cpexy KoMmbioTepa (MH(OPMALMOHHOH CHCTEMbI MEPCOHAJIBHBIX
AAHHBIX)— TIOJyYeHHEe BO3MO)KHOCTH 3aIlyCKa HA BBINOJHEHWE INTAaTHbIX KOMAaHZ, (YHKLMI, Mpouenyp
ONEPALIIOHHON CHUCTEMBI (YHUUTOXKEHUSI, KOIMHMPOBAHUS, IEPEMEIIEHUST W T.OL), HCIONHIEMbIX (haiiyioB
NPHUKJIQAHBIX [IPOrPaMM.

Jloctyn Kk HH(pOpMALHI— BO3MOXKHOCTb IMOJy4eHHs HHQOPMALIIH U €€ UCTIOTb30BAHHSI.

3aknagouHoe yCTPOHCTBO— 3JEMEHT CPEACTBA CheMa HWH(OPMAIMYM, CKPBITHO BHEIPSEMbIIA
(3aKyIampIBacMbIii WM BHOCHMBIN) B MeCTa BOSMOJKHOIO CheMa HMH(popMaumy (B TOM YHCIE B OTPaKICHHE,
KOHCTPYKUHIO, 000pYAOBaHHUE, MPEIMETI HHTEPhEPa, TPAHCTIOPTHBIE CPEZICTBA, & TAKKE B TEXHUUECKUE CPETICTBA
U CUCTeMBbI 00padoTKu nHpOpMAITIH).

3ammmaemast nHdgopmanus— nHGOPMAIS, SIBISTFOINASCA TPEIMETOM COOCTBEHHOCTH M MTOAJI)KAIIAS
3allUTe B COOTBETCTBMU C TPEOOBAHMSMH MPABOBBIX JOKYMEHTOB WM TPEOOBAHUSIMY, YCTaHABIIMBAEMBIMU
COOCTBEHHHMKOM MH(POPMALIH.

Npentuduxamms — npucBoeHne CyObekTaM U 00BeKTaM JOCTyTa WASHTU(UKATOPA U (WJIM) CPaBHEHUE
NPEIBSIBISIEMOTO HACHTH(HKATOPA C TIEPEUHEM MPHUCBOSHHBIX HACHTU(PUKATOPOB.

HNudopmaTuBHBII CHUTHAJI- D3JEKTPUUYECKHE CUTHAJIBL, AKYCTHYECKUE, BJIEKTPOMATHUTHBIE U JIPyrHe
¢dm3IUeckre ToNs, MO TapamMeTpaM KOTOPbIX MOXKET ObITb packpbiTa KOH(HAEHIMATIbHAsT HH(pOpMAaLHs
(mepcoHabHBIE JAHHBIE) OOpadaThIBaeMast B HHPOPMALIMOHHON CHCTEME MEPCOHATBHBIX JAHHBIX.
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Nudopmannonnas cucrema nepcoHaabHbIX AaHHbIX (MCII/{H)— nadopmanonHas cucrema,
NPEACTABISIIOIAs COOON COBOKYITHOCTD MEPCOHATBHBIX JAaHHBIX, COAEPIKAIIMXCS B 0a3e JaHHBIX, a TAKXKE
UH(POPMALMOHHBIX TEXHOJOTHH U TEXHUYECKHX CPEICTB, MO3BOJIIOIINX OCYIIECTBISITE 00pabOTKy TaKuX
NEPCOHANBHBIX JAaHHBIX C HCIIOJb30BAHHEM CPEICTB ABTOMATH3AIMH WM 0€3 HCIOJBb30BAHUS TAKHX
CpeACTB.

HNudopmanmonHbie TEXHONIOTMH— TIPOIECCHL, METOAbI TMOHMCKa, cOopa, XpaHeHus, OOpaboTKH,
NPEIOCTABJICHHUS], PACTIPOCTPAHEHNSI HHYOPMALIMK U CIOCOOBI OCYIECTBJICHUS TAKUX MPOLIECCOB U METOMIOB.

Hcnoab3oBaHne nepcoHANBHBIX JAHHBIX— JACHCTBUS (OMepaunn) ¢ MePCOHATbHBIMU TaHHBIMH,
COBEpIIaeMble ONEPATOPOM B LENAX NPUHATUS pPELIeHUH WIM COBEpLIEHUs WHBIX AEHCTBUH,
MOPOXKIAIOIINX IOPUINIECKHE TIOCIEACTBHS B OTHOLUIEHUH CYOBEKTa MMEPCOHATBHBIX JAHHBIX WJIH APYTUX
Jvn TH00 MHBIM 00Pa30M 3aTParuBarOIIUX MMPaBa M CBOOOBI CyObeKTa MEPCOHATBHBIX TAaHHBIX MIH IPYTHX
JIHIIL.

Hcrounuk yrpo3el OesomacHocTH HHGOPMALMH— CyOBEKT JOCTYNA, MaTepUANBHBIA OOBEKT HIIH
(u3IIeCKOe SBIICHHE, SBJIFOLINECS IPUUMHON BOSHUKHOBEHHSI yTPO3bI 0€30MaCHOCTH HH(OPMALHIHL.

KonTposmpyemasi 30Ha— NPOCTPaHCTBO (TEPPHUTOPYS], 3MAHKE, YaCTh 3[aHUs, MIOMEIIEHHE), B KOTOPOM
UCKITFOYEHO HEKOHTPOJMPYEMOe MpeObIBAHKE TIOCTOPOHHHUX JIMII, & TAKXKE TPAHCTIOPTHBIX, TEXHUUECKHX M MHBIX
MaTepHATbHBIX CPETICTB.

KoHpnaeHIMaIbHOCTD NePCOHANIBHBIX JIAHHBIX— 00s3aTeNbHOE I COOMOAEHHST OTEepaTopoM HITH
MHBIM TMOJIYYMBLIAM JIOCTYTI K NEPCOHATBHBIM JAHHBIM JIMIIOM TpeOOBAHHE HE IOy CKaTh UX paclpocTpaHeHue 6e3
coryacysi CyOBeKTa NMePCOHAIbHBIX JaHHBIX FJTH HAJTMYHST HTHOTO 3aKOHHOT'O OCHOBAHHSL.

MexceTeBoii 3KpaH— JIOKaTbHOE (OTHOKOMIIOHEHTHOE) WM  (DyHKIIMOHAJIBHO-PACTIPEETICHHOS
nporpaMMHoe  (TPOrpaMMHO-AIIAPATHOE) CPEACTBO (KOMIUIEKC), peamm3yrolee KOHTPOIb 3a HWH(popMarmer,
NOCTYTarOIIEl B MHOPMALMOHHYO CHCTEMY TIePCOHATIBHBIX JAHHBIX U (MIJTH) BBIXOSLIEH 13 NHOPMALMOHHOH
CHCTEMBI.

Hapymmrens 6e30MacCHOCTH EPCOHATBHBIX JAHHBIX— (DI3HYECKOE JIULIO, CITyYaifHO WM MPEAHAMEPEHHO
COBEPIIAFOLIIEE TEHCTBHS, CIIEIICTBUEM KOTOPBIX SIBJISIETCS] HAPYIIEHHE OE30MaCHOCTH MEPCOHABHBIX TAHHBIX TP FIX
00paboTKe TEXHUUECKUMU CPEICTBAMH B MHYOPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBTomaTu3npoBaHHasi 00padoTKa NEPCOHANBHBIX AAHHBIX— O0pa0OTKa MEPCOHANBbHBIX
JaHHBIX, COIEPKAIUXCA B MHOOPMAILMOHHON CHUCTEME NMEPCOHANBHBIX NAHHBIX JUOO H3BJICYCHHBIX M3
TAKOM CHCTEMBI, CUHTAETCS OCYINECTBJICEHHOW 0€3 WCIHOJb30BAHUS CPEACTB aBTOMATHU3ALUHU
(HeaBTOMATH3MPOBAHHOMN), €CJIM TaKkue NEHCTBHS C MEPCOHAJbHBIMH JaHHBIMH, KaK HCIOJb30BaHUE,
YTOYHEHHE, PACIPOCTPAHEHHE, YHHUYTOKEHHE IMEePCOHAIbHBIX MAHHBIX B OTHOIICHWH KaXKIOro U3
CyOBEKTOB MEPCOHANBHBIX JAHHBIX, OCYIIECTBIISIFOTCS MMPH HEMOCPEACTBEHHOM YUACTHH YEJIOBEKa.

HenexnapupoBaHHble BO3MOKHOCTH— (DYHKIMOHAJIBHbIE BO3MOJKHOCTH CPEZICTB BBIUHMCIUTEIILHON
TEXHUKY, HE OIMMCAHHBIE W HE COOTBETCTBYIOIIFE OMMCAHHBIM B IOKYMEHTALIMH, TP UCTIONB30BAHUN KOTOPBIX
BO3MOKHO HapyIieHne KOHPHASHINAIBHOCTH, JOCTYITHOCTH MITH LIEJIOCTHOCTH 0OpadaThiBaeMol MH( OpMaLIUH.

HecaHKUMOHMPOBAHHBII A0CTYN (HECAHKLIMOHHPOBAHHBIE IEHCTBHSI)— TOCTYN K MH(POPMALN TN
aeiicTBrs ¢ MH(pOpMaLUEH, HapyIIAFOIIHE TPABIIIA PA3TPAHUUYEHHS TOCTYIIA C UCTIONB30BAHUEM IITATHBIX CPEZICTB,
NPEAOCTABISIEMbIX MTH)OPMALIMOHHBIMU CHCTEMAMH MEPCOHATBHBIX JAHHBIX.

Hocurens nadopmanmm— Gu3HIecKoe JIMLO WM MaTepUaJIbHBINA OOBEKT, B TOM YHCIE (PHZHIECKOE MOJIE,
B KOTOPOM HH(OPMALHS HAXOIHT CBOE OTPAKEHHE B BHIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUH 1
NPOLIECCOB, KOJIMYECTBEHHBIX XaPAKTEPUCTHK (PU3MUECKUX BEITUYHH.

O0e3iMunBaHHEe TNEPCOHAJNBHBIX JAHHBIX— JEHCTBUS, B PE3yJIbTATE KOTOPBIX HEBO3MOXHO
OTIPENEeNUTh MPUHAJICKHOCTD MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY MEPCOHANBHBIX TaHHBIX.

O0padoTka NMepcoOHANBHBIX AAHHBIX— ACHCTBUS (ONepauny) ¢ MePCOHATBHBIMI JaHHBIMH, BKIFOUAS
cOOp, CUCTeMaTH3alMIO, HAKOIUIGHHe, XpaHEeHWe, yTouHeHue (OOHOBNIGHHE, W3MEHEHWE), WCIIOIb30BaHHE,
pacrpocTpaHerye (B TOM YHCIE Tiepenady), oOe3uuuBaHue, OJIOKUPOBAHHME, YHUUYTOKEHHE MEPCOHAIBHBIX
TaHHBIX.
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OO0menocTynHble NEPCOHANBHBIE IAHHBbIE— NTEPCOHAIBHBIE TAHHBIE, JOCTYI HEOTPAHUYEHHOTO
Kpyra JIMI K KOTOPBIM NPENOCTABIEH C COrjiacusi CyOBeKTa MEePCOHANBHBIX TaHHBIX WM Ha KOTOPHIEC B
COOTBETCTBUH C (enepaibHbIMU 3aKOHAMH HE paclpocTpaHsercs TpeOoBaHHE COONIOIEHHS
KOH(HIEHIIMATbHOCTH.

Oneparop (MepCOHANBHBIX JAHHBIX)— TOCYAAPCTBEHHbI OpraH, MYHHLMIAJIbHBIA OpTaH,
IOPUAMYECKOe WM (PU3HYECKOoe JIMIO, OpraHmymee U (W) OCylIecTBIsiomee oOpaboTKy MepCOHATbHBIX
JaHHBIX, a TAKKe OMpPeeISIFOIIFE LETH U cofepkaHue 00padOTKH NMEPCOHATBHBIX JAHHBIX.

Texnnuyeckne cpeacrsa HH(POPMALHMOHHON CHCTEMbl MEPCOHAJIBLHBIX JAHHBIX— CpENCTBA
BBIUHCITUTENILHON TEXHUKH, TH)OPMAIMOHHO-BBIUHCIIHTENIbHBIE KOMILIEKCHI U CETH, CPEIICTBA M CUCTEMBI TTepeiady,
nprema u obpaborku II/lH (cpenctBa M CHUCTEMbl 3BYKO3AIMICH, 3BYKOYCHJICHHS, 3BYKOBOCITPOHU3BEICHUS,
NIEPErOBOPHBIE U TEJICBU3HOHHBIE YCTPONCTBA, CPEACTBA M3TOTOBIICHHS], THPAKHUPOBAHKS TOKYMEHTOB M APyTHE
TEXHUYECKHE cpeacTBa oOpabOTKHM peueBol, Tpadudeckoli, Bupeo- W OykBeHHO-IM(pPOBOH HHOpMALH),
NPOrPaMMHBIE CPEICTBA (OTEPALIIOHHbIE CHCTEMBI, CHCTEMBI yIIPABJICHNs Oa3aMU JAHHBIX U T.I1.), CPEACTBA 3ALIATHI
uH(pOpMALIH, IPUMEHSIEMbIE B THPOPMALIMOHHBIX CUCTEMAX.

HepexBat (uHpopMaumum)- HEMpaBOMEpPHOE MOJy4YeHHEe HHPOPMALMH C HCIOJIb30BAaHHEM
TEXHUYECKOTO CPEICTBA, OCYIISCTBIIIOIIEr0 OOHapykeHHe, mpueM H o0paboTKy HH(OPMATHBHBIX
CUTHAJIOB.

IepconanbHble paHHble— Jr00ass WHPOPMALMS, OTHOCAIIASACS K OINPEOCNICHHOMY  HJIH
OTpenesieMOMy Ha OCHOBAaHUHM TakoW WHpopMarmu ¢(usnmdeckomy nuny (CyObeKTy NepCOHAIBHBIX
JaHHBIX), B TOM 4HC]ie ero (aMuwivs, UMs, OTYECTBO, IO, MECSIL, JaTa U MECTO POXKIEHHs, anpec,
ceMelHOe, COLMabHOE, HMMYINECTBEHHOE IIOJIOKEHHe, oOpasoBaHHe, Npodeccusi, TOXOIbI, Apyras
uH(pOpMaLHsL.

IoGo4yHbIe 3/1eKTPOMATHHTHBIE H3JYYeHHUS] H HABOJAKH— 3JICKTPOMATHUTHBIC H3JTyUEHHS
TEXHUYECKUX CPeACTB 0O0paboTKH 3amuimaeMoil HHQOpMAK, BO3HUKAIOIINE KaK MOOOYHOE SIBIEHHE U
BBbI3BAaHHBIE HJICKTPUUECKUMH CUTHAJIAMH, ACHCTBYIOIIUMH B UX 3JIEKTPUUYECKUX U MArHUTHBIX LEISIX, a
TAKXKE 3JIEKTPOMArHUTHBIE HABOAKH 3TUX CHTHAJIOB HA TOKOMPOBOISIINE JIMHWUH, KOHCTPYKIMU H LETH
MUTAHHSA.

HoauTHKA «YUCTOr0 CTOJIA»— KOMIUIEKC OPTaHM3aLMOHHBIX MEPOIPHATHH, KOHTPOIHPYOLINX
OTCYTCTBHE 3alHChIBAHMS HA OyMaKHbIE HOCUTENN KJFoued 1 aTpuOyToB goctyna (rmaposieii) U XpaHeHHsI
uX BOJIM3U OOBEKTOB IOCTYTIA.

Hoab3oBaTenb> HHPOPMALIMOHHOI CHCTEMbI MEPCOHATBHBIX JAHHBIX— JIULO, YYaCTBYIOIIEE B
($yHKUNOHNPOBAaHUH HH(POPMALMOHHON CHCTEMBI IIEPCOHABHBIX TAHHBIX HITH UCTIOJIB3YIOLIEE PE3YIbTaThI
ee pyHKIIMOHUPOBAHMSL.

IIpaBusa pa3rpaHn4yeHHst J0CTYNA— COBOKYITHOCTD IPABUII, PETJIAMEHTHPYIOLIHNX ITPaBa JOCTYTIA
CyOBEeKTOB TOCTyMa K 0OBEKTaM OCTYyIIA.

IIporpaMmmHasi 3aKIaaKa— KO MPOrpaMMBbl, MIPETHAMEPEHHO BHECEHHBIN B MPOrPaMMy C LIEIBIO
OCYIIECTBUTb yTE€UKy, HW3MEHHTb, OJIOKUPOBATh, YHHUYTOXKHUTH HH)OPMALMIO WM YHUYTOXHTH U
MOAU(HUIHMPOBATE MPOrPaMMHOE olecriedeHne MH(OPMALIMOHHONW CHUCTEMbl NMEPCOHAIBHBIX NaHHBIX H
(vmi) GIIOKMPOBATH anmapaTHbIe CPEACTBA.

IIporpammHoe (MPOrpaMMHO-MATeMATHYECKOEe) BO3AeliCTBHe—  HECAHKIIMOHHUPOBAHHOE
BO3/ICHICTBHE HAa PECypChl ABTOMATHU3UPOBAHHOH WH(POPMALIMOHHON CHCTEMBI, OCYINECTBISEMOE C
UCIIOJIb30BAaHUEM BPEIOHOCHBIX IIPOTPAMM.

PackpbiTHEe NEpPCOHANBHBIX AAHHBIX— YMBIIUIEHHOE WM  CIy4ailHOe  HapyLICHHE
KOH(pHUIEHIIMATBHOCTH NMEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHHe mNepPCOHAJBHBIX AAHHBIX— JICHCTBHS, HalpaBleHHbIE Ha Mepeaady
NEePCOHANBHBIX JAaHHBIX ONPEACICHHOMY Kpyry Jui (repenada NEepPCOHANbHBIX JAaHHBIX) WIA Ha
O3HAKOMJICHHE C MEePCOHAIbHBIMU JAHHBIMH HEOTPAaHMUYEHHOIO Kpyra JIHL, B TOM YHCJIe OOHapOJOBaHUE
NEePCOHANBHBIX JaHHBIX B CPEACTBAX MAacCOBOW HH(POPMALMH, pa3MelleHue B HH(POPMAIIMOHHO-
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TEJIEKOMMYHHUKALMOHHBIX CETAX WJIM MPEAOCTABIEHHE JOCTYNa K MEPCOHAIBHBIM JaHHBIM KaKUM-JIHOO
WUHBIM CITIOCOOOM.

Pecypc mH(popMaunOHHON CHCTeMbl— UMEHOBAHHBINA 3JIEMEHT CHUCTEMHOIO, MPUKJIAJIHOTO WU
anmapatHoro obecnieueHust GpyHKIIMOHUPOBAHM HHPOPMALIMOHHON CHCTEMBL.

CnenuajibHble KATErOPHHM TNEPCOHAJBHBIX JAHHBIX— IE€PCOHAJIBHBIE MAHHBIC, KAaCAIOLINECs
PacoBOM, HAIIMOHAJIBHOW MPUHAMJIEKHOCTH, MOJUTHYECKUX B3TJISIIOB, PEIUTHO3HBIX WIH (HUIOCO(CKUX
yOexXIeHUH, COCTOSIHUS 37J0POBbsI U HHTUMHOH JKU3HHU CyObeKTa MePCOHATBHBIX JTAHHBIX.

CpeacrBa BbIYHCIUTEIbHONH TEXHHKH— COBOKYITHOCTb IPOTPAMMHBIX U TEXHIYECKUX SJIEMEHTOB CHCTEM
00pabOTKH TAHHBIX, CIOCOOHBIX (PYHKIIIOHUPOBATH CAMOCTOSATEIFHO UJIH B COCTABE JPYTHX CHCTEM.

Cy0bexT nocryna (Cy0beKT)— JIMLIO WU MPOLIECC, ISUCTBUST KOTOPOTO PETNIAMEHTHPYIOTCS TIPABUIIAMH
pa3rpaHUYeHHs JOCTYIIA.

TexHuueckuii KAHAJ YTeYKH HH(OPMALMH— COBOKYITHOCTH HOCHTENS HWH(pOpMamuu (Cpencrsa
00paboTKH), (PU3IIECKOI CpefTbl PaCcpOCTpaHEeHHsT MH(OPMATUBHOTO CUTHANA U CPENICTB, KOTOPBIMHU JOOBIBACTCSI
3ammIaeMast tHQopMarus.

TpancrpaHnyHasi mnepegada NEPCOHAJIbHBIX JAHHBIX— Iepefada IMEePCOHANBHBIX JaHHBIX
onepatopoM uepe3 ['ocynapcTBeHHy0 rpanuny Poccuiickoit @eaepanyu OpraHy BJACTHU MHOCTPAHHOIO
rocyapcTaa, GU3NIECKOMY WU FOPHIUYECKOMY JIUIY HHOCTPAHHOTO T'OCY1apCTBa.

Yrpo3bl 0€30IACHOCTH MEPCOHATBHBIX JAHHBIX— COBOKYITHOCTH YCJIOBHH U (PaKTOPOB, CO3MAFOIIUX
OIMACHOCTb HECAaHKLIIOHMPOBAHHOTO, B TOM UHCIIE CIIyHalHOTO, IOCTYIA K TIEPCOHAIBLHBIM JTaHHBIM, PE3yJIBETATOM
KOTOPOTO MOJKET CTaTh YHUUTOKEHHUE, I3MEHEHHE, OJIOKMPOBAHHE, KOTMPOBAHHUE, PACTIPOCTPAHEHHUE TEPCOHATBHBIX
JAaHHBIX, & TAKXKE WHBIX HECAHKIMOHUPOBAHHBIX AEHCTBUI Mpu MX 00paOoTke B MH(OPMAIMOHHOW CHCTEME
NIePCOHAJIbHBIX TAHHBIX.

YHUYTOKEeHHE MePCOHANBHBIX JAHHBIX— JISHCTBHS, B PE3YJIBTATE KOTOPBIX HEBO3MOYKHO BOCCTAHOBUTD
conep kaHue MEePCOHATBHBIX JaHHBIX B MH()OPMALMOHHOW CHUCTEME MEPCOHAJbHBIX JAHHBIX WM B Pe3yJbTare
KOTOPBIX YHUUTOKAIOTCS. MATEPUANIbHBIE HOCUTEIHU MEPCOHATBHBIX JAHHBIX.

Yreuka (Zamumaemoii) uHpOpPMALMH MO0 TEXHHYECKHM KAHAJIAM—  HEKOHTPOJIMPYEMOE
pacrpocTpaneHre WH(POPMAMM OT HOCUTENS 3aluIaeMoll MHpOpMAIK uepe3 (PIBUYECKYI0 Cpedy 0
TEXHIYECKOTO CPEZICTBA, OCYIIECTBIIIOIIETO ITepeXBaT HH(PpOpMaIIH.

Ysa3BuMOCTB— C1a00CTh B CPENCTBAX 3AIIUTHL KOTOPYIO MOYKHO HCTIONB30BATh [UIsl HAPYIIEHHS] CHCTEMBI
WM coTeprKatieiics: B Helt MH(pOpMAaLIHK.

HenocrtHocts  wH(pOpMAIMH—  CIIOCOOHOCT  CPEACTBA  BBIUHCIUTEJIBHOH  TEXHUKH WU
ABTOMATH3UPOBAHHOM CHCTEMbl OO€CIeuMBaTh HEM3MEHHOCTb MH(OPMALMHM B YCJOBUSIX CIYYAiHOTO W/HWIH
NPEIHAMEPEHHOTO HCKaKeHHs (Pa3pyLIeHus ).
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OBO3HAYEHUSA 1 COKPALIEHUA
ABC- aHTHBHpYCHBIE CpEICTBA
APM—aBTOMaTH3MPOBAaHHOE paboyee MeCTO
BTCC- BcniomorarenbHble TEXHHYECKHE CPENICTBA 1 CUCTEMBI
NCTT/Ia— nadopmaimonHast CUCTeMa MePCOHANBHBIX TAHHBIX
K3- xonTponupyemast 30Ha
JIBC- nokanbHasi BBIMUCIUTENBHAS CETh
HC/I- HecaHKIIMOHMPOBAaHHBIN JOCTYIT
OC- orneparoHHas cucTema
I1/In— nepcoHaIbHBIE JAHHBIE
IIMB- nporpaMMHO-MaTeMaTU4ECKOE BO3EHCTBUE
ITO- nporpammHoe obecrieueHme
ITOMIH- noOouHBIE SIEKTPOMArHUTHBIE W3JTyYSHHUST 1 HABOIKU
CA3- cucrema aHanu3a 3alUIIEHHOCTH
C3H- cpencrsa 3amuThl HHPOPMALTUU
C3I1/In— cucreMa (roacucTeMa) 3aLIUThI ITIEPCOHATBHBIX JaHHBIX
COB- cucrema 0OHapy KeHUST BTOPIKEHHI
TKY - TexHnueckre KaHaIbl yTEUKH HH(POPMALIN

VYBIT/Is— yrpo3si 6e30MacHOCTH MePCOHATBHBIX JaHHBIX
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BBEJEHHUE

[Tonutnka paspaboTaHa B COOTBETCTBHHM C ILEJSIMH, 337a4aMd M NPHHOHUIAMH OOECTIeYeHUs
0e30MacHOCTH TEPCOHAIBHBIX NaHHBIX H3JIOKEeHHBIX B KoHuenumu wHpOpManuoHHOH Oe30macHOCTH
I'BITIOY «bypsitckmii arpapubiii kosemk um. M.H. Epbanosa». [lonuTuka pa3padoraHa B COOTBETCTBUU
¢ TpedoBanusiMu DenepanbHOro 3akoHa oT 27 urosst 2006 r. Nel152-P3 «O nepcoHaNbHBIX MAaHHBIX» H
nocranosieHus [Ipasurenscra Poccuiickoit @eneparmn ot 1 HosiOps 2012 1. Ne 1119 «O0 yTBepxneHnn
TpeOOBaHMUH K 3alIUTE€ NEPCOHANBHBIX NAHHBIX NMPU HUX O00paboTke B WH(POPMAIMOHHBIX CHCTEMax
MEePCOHANBHBIX TAHHBIX» U AP.

B Tlonutuke ompenenensl TpedoBanusi k mnepcoHany MCII/IH, cTeneHb OTBETCTBEHHOCTH
NEepCOHANa, CTPYKTypa M HEOOXOIUMBIN YPOBEHb 3aIUINEHHOCTH, CTaTyC U JOJDKHOCTHBIE OOSI3aHHOCTH
COTPYIHUKOB, OTBETCTBEHHBIX 3a obecriedueHue Oe3omacHoCTH nepcoHanbHbiX qaHHbIX B ICITIH I'BIIOY
«BypsiTcknii arpaphbiii kosemx uM. M.H. EpGanoBay .
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1. O0wmue moJI0KeHHus

Llenbro HacTostmeti IToauTuku sBisieTcst obecnederHne O6e3onmacHOCTH 00bekTOB 3aiuThl [ BIIOY
«bypsiTckmii arpapusiii koyutemxk uM. M .H. EpbanoBa» OT BceX BHIOB yrpo3, BHEIIHUX U BHYTPEHHHX,
YMBIIUICHHBIX W HENpPEeAHAMEPEHHBIX, MHHMMH3ALMs yiiepda OT BO3MOXKHOH peanu3alud yrpos
6ezonacuoctu [T/ (YBI1/IH).

be30onacHOCTE NEPCOHANBHBIX NaHHBIX JOCTUTAETCs MyTEM UCKJIIOUEHUs] HECAHKLINOHUPOBAHHOIO,
B TOM 4YHCJIE CJIy4alHOrO, AOCTyNa K NEPCOHAJIBHBIM JAHHBIM, PE3yJbTATOM KOTOPOrO MOXET CTaThb
YHUUTOXKEHHE, U3MEHEHHEe, OJIOKUPOBAHNUE, KONMMPOBAHUE, PACIIPOCTPAHEHHE MEPCOHANBHBIX JAHHBIX, a
TaKXe€ UHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBHIL.

WUndopmanust u Cesi3aHHBIE ¢ HEH pPeCypchl NOJDKHBI OBITH OCTYIMHBI Ui aBTOPU30BAHHBIX
noJib30BaTesel. JJoMKHO OCYLIeCTBISIThCA CBOEBpEMEHHOE OOHapy keHue U pearnposanue Ha Y BIT/IH.

Cocras UCIIJIH noanexamux 3amure, npeacrasieH B OTuere O pe3yjbTarax MpPOBENEHUs
BHYTPEHHEHN NPOBEPKHU.

CocrtaB 00BEKTOB 3aIIUTHI IPEACTaBICH B [lepedHe nepcoHaNbHBIX JAHHBIX, TIOJIEKALITNX 3aLIUTE.
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2. O0aacTp aelicTBHA

TpeboBanust Hactosmedd IlomuTuku pacnpocTpaHsrOTcs Ha Bcex corpyaHuko [ BIIOY
«bypsiTckmit  arpapuseiii komemk uM. M.H. EpGanoBa» (IITaTHBIX, BPEMEHHBIX, padOTAOIUX IO
KOHTPAKTY U T.IL.), a TAKXKE BCEX MPOUNX JIUI (OAPSIUUKH, Ay AUTOPHI U T.11.).
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3. CwucTtema 3auWnTbl NepCOHaNbHbIX AAHHbIX

CucTema 3aWuMThl NepcoHanbHbIX gaHHbIX (C3MAH), CTPOMTCS HAa OCHOBAHUN:
- OTyeTa 0 pe3ynbTaTax NPOBEAEHNS BHYTPEHHEN NPOBEPKMU;

- MepeyHs NepCcoHaNbHbIX faHHbIX, NOAMNEXAULUX 3aLLNTE;

- AKTa Knaccugumkaumm nHHopMaLMOHHOW CUCTEMbI MePCOHaNbHbIX AaHHbIX;
- Mogenu yrpo3 6e30MacHOCTW NEPCOHANbHbIX JaHHbIX;

- PykoBogawux gokymeHtos ®CT3IK un ®CBE Poccun.

Ha ocHOBaHWM 3TUX LOKYMEHTOB ONpefensetTcs He06X0AUMbIA YPOBEHb 3aLLULLLEHHOCTN KaXJoMn
NMCMNAOH konnegxa. Ha ocHOBaHMM aHanu3a akTyanbHbIX Yrpo3 6esonacHocTu [[H, onucaHHOro B
Mogenu yrpo3, n OT4yeTa 0 pesy/nbTaTax NpPOBefeHUA BHYTPEHHEW MPOBEPKU AenaeTca 3ak/yeHue 0
HEO6X04MMOCTU WCMONb30BaHMA TEXHUYECKUX CPeACTB W OpPraHu3auMOHHbIX MeponpuATUi  ans
obecneyeHns 6esonacHocTun MAH.

Ona kaxpgoh NWCMOH gonxeH 6bITb cOCTaBNeH CAMCOK UCMO/b3YEMbIX TeXHUYECKUX CpeacTB
3allMThl, a TakXe nporpaMmHoro obecneyeHus ydactsyrouiero B o6pabotke MAH, Ha BCcex 3anemMeHTax
NCMNAaH:

- APM nonb3oBatenei;

- CepBepa NpUAOXEHUIA;

- CyYb/4;

- N'paHuua NBC;

- KaHanos nepegayun B ceTn 06LWEro nonb3oBaHma u (MNn) MmexayHapoLHOro o6MeHa, ecnm no HUM
nepepatotca MNAoH.

B 3aBucuMmocTM OT ypoBHA 3awuuieHHoctu WCTIOH wn akTyanbHbIX yrpo3, C3MAH MoXeTt
BK/OUATb ClliefytoLl e TeEXHUYECKUE CpefcTBa:

- aHTUBMPYCHbIe CpefcTBa A4NA pabounx CTaHLMIA NONb30BaTeNel N CEpBEPOB;

- CpPefiCTBa MeXCeTeBOro 3KpaHMPOBaHUS;

- CpeAcTBa KpunTorpaMyeckon 3almnTbl HQOPMaLMK, Npy nepefadve 3almuiaeMoin MHGopmaLum
Mo KaHasiaM CBA3W.

Tak e B CMUCOK A0/MKHbI 6bITb BK/KOYEHbl (YHKUMW 3aWiKUTbl, 06ecrneynBaemMble LWTATHLIMU
cpeactBamu o6paboTkm MAH onepaymoHHbiMM cuctemammn (OC), npuknagHbim MO n cneynanbHbIMK
KOMMIeKcaMu, peann3ylMmMmm cpeacTsa 3awmnTbl. CNMCOK PYHKUWUA 3aLLMTbl MOXET BKIKOYATb:

- ynpaeneHue n pasrpaHnyeHune AocTyna nonb3oBaTenei;

perncTpauuio v yyeT AeiicTBUiA ¢ MHopMaLnei;

- obecneyeHune LEeNOCTHOCTN AAHHBbIX;

- 06HapYXXeHNN BTOPXEHWNIA.

CnncoK WCNonb3yemblX TEXHUYECKUX CpefAcTB oTpaxaeTca B [lnaHe wMeponpuaTuiA no
obecnevyeHnto  3alUTbl  MEPCOHaNbHbLIX  AaHHbIX. CNWCOK  WUCNOMb3yeMblX CPEACTB  [JOMXKEH
noAep>XXNBaThCA B aKTyaNlbHOM COCTOSIHUMW. [1py M3MEHEHUN COCTaBa TEXHUUYECKMX CPEACTB 3alUThl UK
aneMmeHToB WCIMAH, COOTBETCTBYIOLLIME U3MEHEHUS [ONXHbI OblTb BHECEHbl B CNUCOK U YTBEPXAEHbI
PYKOBOAMTENEM WAWN NIMLOM, OTBETCTBEHHbLIM 3a 06ecneyeHmne 3awnthl MAH.
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4. TpeboBaHusa Kk nogcuctemam C3MAH

C3M/AH BkNtOYaeT B cebs cneaytouine nogcUCTEMbI:

- yrnpaBneHus AOCTYMNOM, perucTpaummn n yyeta;

- obecneyeHna LENOCTHOCTU U LOCTYMHOCTH;

- @aHTUBUPYCHOI 3alUThI;

- ME@XCeTeBOro 3KpaHMpoBaHU4;

- aHanmsa sawmneHHoCTH;

- 06HaApYXXEeHUs BTOPXKEHWIA;

- KpunTtorpauyeckom 3almnThl.

Moacuctembl C3MAH MMEKT pasNNyYHbIi PYHKLMWOHAN B 3aBUCMMOCTM OT YPOBHSA 3alULLEHHOCTU
NCMNAOH, onpeaeneHHoro B AKTe Knaccudukaunmm MHGOOPMaLNOHHOW CUCTEMbl MEePCOHaNbHbIX AaHHbIX.
Cnucok cooTBeTcTBUA PyHKUMIA nogcucTem C3MOH knaccy 3alWULLLeHHOCTW NpeacTaBieH B [puaoXeHnn.

4.1 TloacucteMbl ynpaB/ieHUa AOCTYNOM, perucrpaunum mn yyeta

Mogcuctema ynpasfieHWa [OCTYNOM, perucrtpauuMm n yyeta npefHasHavyeHa AN peanmsanum
cnegyowmx QyHKLUiA:

- NAeHTMdUKaLMM N NpoBepKa NOANMHHOCTM CyBbeKTOB focTyna npu Bxoge B UCMOH;

- NOeHTM UKALUU TePMUHANOB, Y3N10B CeTW, KaHaloB CBA3W, BHELWHUX YCTPOWCTB NO NOTNYECKUM
NMeHaMm;

- ngeHTUdUKauMm nporpamMmm, TOMOB, Katasoros, Gainnos, 3anuceii, Nonei 3anncein No MMeHam;

- perucTpaumnu Bxoaa (Bbixofa) cCy6beKTOB focTyna B cucTeMy (M3 cucTembl), NGO permcTpayuu
3arpysku v MHMUManM3aLuy OnepaLMoHHOK CUCTEMbI U ee OCTaHOBA;

- perucTpaumny NonbITOK 4OCTYNa NPOrpaMmMHbIX cpefcTs (Nporpamm, NpoLeccos, 3afay, 3ajaHui)
K 3aliuiaemMmbiM hannam;

- perucTpauuy MonNbLITOK [OCTyna MpoOrpamMHbIX CPeAacTB K TepMuHanam, KaHanam CBA3MW,
nporpammMam, Tomam, Katanoram, gainam, 3anucam, noasam 3anucei.

MogcucTema ynpaBneHWs LOCTYNOM MOXeT 6GbiTb peann3oBaHa C MOMOLLbIO LITATHbIX CPeACTB
06paboTkn MAH (omepauuOHHbLIX cucTeMm, npuaoxeHuidi m CYBM). Tak e MOXET ObiTb BHEAPEHO
cneynanbHoe TEXHMYECKOe CPeACTBO MAM MX KOMMJEKC OCYLLECTBAAKLWME JOMOAHUTENbHbIE Mepbl MO
ayTeHTUPMKaLUUM U KOHTpPOAO. Hanpumep, nNpUMEHeHUe efUHbIX XPaHWAWUL, YUYEeTHbIX 3anucel
nofb3oBaTenel U perucTpaLmoHHOW MHGpOpMaLMKU, UCMONb30BaHUE GMOMETPUYECKUX U TEXHUYecKnX (C
MOMOLLLIO 3MIEKTPOHHbLIX MPOMYCKOB) Mep ayTeHTUMUKALUN N APYTUX.

4.2. Moacuctema o6ecnevyeHmns LUeNOCTHOCTM U AOCTYMHOCTH

Moacuctema obecnevyeHWss LENOCTHOCTM M AOCTYNHOCTWM npefAHasHayeHa pAns obecnedyeHus
LenocTHOCTM U goctynHocTu MAOH, nporpaMMHbIX W annapaTHbiX cpeacts NCTTOH Konnegxa, a T1ak Xxe
CPeAcTB 3aliMThl, NPU CAYYARHON NI HAMEPEHHON MoautMKaLuK.

MoacucTema peannsyeTcs ¢ NOMOLWbIO OpraHu3aumnmy pe3epBHOro KonuposaHuUs obpabaTbiBaeMblX
JaHHbIX, a TaKXXe pe3epBupoBaHUeEM KaoueBbixX afnemeHTos NCITAH.

4.3. MoacucTema aHTUBUPYCHON 3aWUTbI

MogcucteMa aHTUBUPYCHOM 3aluMTbl npefHasHayeHa Ansd ob6ecnevyeHMs aHTUBUPYCHOW 3aliUThI
cepeepoB 1 APM nonb3oBaTenel Konnegxa.
CpefcTBa aHTMBUPYCHOM 3alyMThl NpeAHa3HauYeHbl AN peannsayun cnefyrowmnx QyHKUW:
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- PE3UIECHTHBIN AaHTUBUPYCHBI MOHUTOPHHT,

- aHTUBUPYCHOE CKAaHUPOBAHUE,

- CKpHUIT-OJIOKUPOBAHUE,

- YCTaHOBKY/IEUHCTAJUILIMIO AaHTUBHUPYCHOTO TPOAYKTA, HACTPOWKY, aAMHHUCTPHUPOBAHHE,
MPOCMOTP OTYETOB U CTATUCTHUECKOH HH(POPMALIK IO padoTe MPOAYKTA,

- aBTOMAaTU3MPOBAHHOE OOHOBJICHHE AHTUBUPYCHBIX 0a3;

- OrpaHUYE€HHUE IpaB IOJb30BATENs] HA OCTAHOBKY HCIIOJIHAEMBIX 3a7ad U M3MEHEHUs HacTPOeK
AHTHBHPYCHOTO MPOrPaMMHOTO 00eCIIeUeHus,

- aBTOMaTHYEeCKUM 3aITyCK Cpasy Mocie 3arpy3Ky ONepalioHHON CUCTEMBL.

IToncucrema peanusyercs HyTeM BHEAPEHUS CIELMAIbHOTO AHTHUBHUPYCHOTO MPOrPaMMHOIO
obecnieuenus Ha anemeHThl UCIT/IH B Komaemxke.

4.4. Ioacucrema MekCeTeBOro IKPAHUPOBAHHS

IToncucremMa MeEXKCETEBOrO SKPAaHMPOBAHUS IMpEdHA3HAYeHA [UIA pPeaj3allM  CJIENYIOIINX
byHKUMHA:

- (pUIBTpALIUHN OTKPBITOTO U 3an(poBaHHOTrO (3aKkpeiToro) IP-Tpaduka,;

- (puKcanu BO BHYTPEHHHX JKypHaJaX MHPOPMALUU O MPOXOAALIEM OTKPHITOM H 3aKpbITOM IP-
Tpaduxe;

- UIeHTU(PHUKALNN U ay TEHTH()UKALNIO aIMUHICTPATOPA MEKCETEBOT0 SKPaHa MPH €ro JIOKAJIbHBIX
3arpocax Ha JIOCTYTI,

- perucTpauuu Bxoaa (BbIXONA) aAMHHHCTPATOPAa MEXKCETEBOrO 3KpaHa B CHCTEMY (M3 CHCTEMBI)
7100 3arpy3Ky U MHULHATU3ALMH CUCTEMBI U €€ TPOrPaMMHOTO OCTaHOBA;

- KOHTPOJISI EJIOCTHOCTH CBOEH MPOrpaMMHON 1 MHQOPMAITMOHHOH YacTH;

- (pUIBTpAIIM TIAKETOB CIY>KEOHBIX MPOTOKOJOB, CIY’KAIUX IJIsi AUACHOCTHKH U yIPABICHUS
paboTOli CETEBBIX YCTPONCTB,

- (pUIIBTpaAIK C YYETOM BXOOHOTO M BBIXOIHOIO CETeBOro MHTep(eiica Kak cpencTsa MPOBEPKU
MIOUTMHHOCTH CETEBBIX aIPECOB;

- PErHCTPaLUU U yUeTa 3alpalluBaeMbIX CEPBUCOB MTPHUKJIATHOTO YPOBHS,

- ONIOKUpPOBaHUST JOCTyNa HeuAeHTH(PUIMPOBAHHOTO OOBeKTa WU CyOBbeKTa, MOMIMHHOCTD
KOTOPOTO NMPH ayTeHTU(UKALIUH HE TIOATBEPAIIACH, METONAMH, YCTOMYMBBIMH K IIEPEXBATY;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPWJIOKEHUH U OOHAPYKEHHUS CETEBBIX aTak.

IToncucrema peanusyercss BHEOPEHHEM MPOrPAaMMHO-AIMAPATHBIX KOMIUIEKCOB MEKCETEBOTO
SKpaHupoBaHus Ha rpanuue JICB.

4.5. IHoacucreMa aHAIN3A 3AUIHIIEHHOCTH

IToncucrema aHanM3a 3aIIMIIEHHOCTH [OJDKHA O0€CNEeurBaTh BBIIBICHUS  YSI3BUMOCTEH,
cBsizaHHBIX ¢ omuOkamMu B koHburypauun I[10 HCII[IH, kotopble MOryT OBITH HCIIOJIB30BAHBI
HapyLIMTEIIEM ISl peaTU3alii aTaKu Ha CUCTEMY .

@DyHKUMOHAT TMOACUCTEMBl MOXET OBITh peaNu30BaH MNPOTPAMMHBIMH W TPOTPAMMHO-
anmnapaTHbIMU CPEACTBAMHU.

4.6. IMoacucrema oOHapyKeHHUs] BTOPKEHHH

[Moacucrema oOHapyskeHHs BTOPKEHHH MOJKHA OOECMeuMBATh BBIABJICHHE CETEBBIX aTak Ha
snemenTsl UCIT/IH mOnKIrOueHHBIE K CETSIM OOIIEero Mojb30BaHus U (MIIN) MEXTyHAPOAHOTO 0OMeHa.
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cI)}’HKLII/IOHEL]'I MNOACUCTEMBI  MOXKET OBITD pc€ann3oBaH MpPOrpaMMHBIMH U THPOIrpaMMHO-
armnapaTHbIMHA CPEACTBAMU.

4.7. Ioacucrema kpunTorpaguuecKou 3aMHTbI

[Moncucrema kpunrorpapuveckoi 3amuThl npeaHasHadeHa mist uckmoderrst HCJI k 3amuimaemoit
unpopmarmu B UCIT/IH konnemka, mpu ee mepeade Mo KaHajiaM CBS3U ceTel oOIIero mojib30BaHHS W
(vmn) MeXXayHapOIHOTo OOMeHa.

IMoncucrema  peanu3yercs BHEAPEHUEM  KPUOTOrpaUYECKUX  MPOTrPaMMHO-AMNIAPATHBIX
KOMILJIEKCOB.
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5. TMonb3osatenun NCI14H

B  KoHuenuuu unHMOpMauMoOHHOW  6e30NMacHOCTW  OnpefeneHbl  OCHOBHble  KaTeropuu
nonb3oBartefieil. Ha OCHOBaHMM 3TUX KaTeropuii f4o/HKHa 6biTb MPOM3BEAEHA TUNM3aLUA NOAb30BaTENEN
WNCT1OH, onpeaeneHbl UX YPOBHW A0OCTYNa U BO3MOXHOCTH.

B MCMAH KonnemXXa MOXHO BblAeNUTb CleAylolUlMe rpynnbl MOb30BaTeNe, yyacTBYOLWNX B
06paboTKe 1 xpaHeHUu MAOH:

- AgMmuHuctpatop NCIA4H;

- AgMunHucTpaTop 6e30MacHoOCTY;

- Onepatop NCTOH;

[aHHble 0 rpynnax nonb3oBaTensx, ypoBHe MX focTyna v MHOOPMUPOBAHHOCTU AOMKHbI ObITh
OTpaXkeHbl B [M0N0XeEHUN 0 pa3rpaHUYeHU nNpas f4ocTyna K o6pabaTbiBaeMbIM NEPCOHaNbHbIM faHHbIM.

1. AnmnHuctpatop NCIMgH

AamunHuctpatop VMCMAH - cOTPYAHUK KONneaxa, OTBETCTBEHHbIA 3a HacTPOWKY, BHeApeHWe u
conpoBoxpaeHne WCMAOH. Ob6ecneymBaeT (PYHKLWOHWPOBaHWE MOACUCTEMblI YMNpPaBAeHUA [OCTYNOM
MCIMAOH n ynofHOMOYEH OCYLWeCTBAATL MNpPefoCTaBfieHNe W pasrpaHnyeHue [oCTyna KOHEYHOro
nonb3oBatena (Onepatopa APM) K afneMeHTaM, XpaHALWMM NepcoHanbHble gaHHbIE.

AamunHuctpatop MCIMAH obnagaeT cnegyouMm ypoBHEM A0CTYMa W 3HAHWIA:

- 06n1agaeT NONHON MHpopMaLueld 0 CUCTEMHOM U MPUKIAAHOM NPOrpPaMMHOM
obecneyeHun NCMAOH;

- 06nafaeT NOMHOW MH(OpMaL e 0 TEXHUYECKUX CPeACcTBaX N KOHUTrypauum
NCIMAH;

- UMeeT AOCTYMN KO BCEM TEXHWYECKMUM cpeacTBam 06paboTKyM MHDopMaLnn 1
faHHbIM CTMOH;

- 06nagaeT NpaBamMum KOHOUTYPUPOBAHNS N afMUHNCTPATUBHON HacCTPOMKHK
TexHuuyeckux cpeacts NCIAH.

2. AgMuHucTpaTop 6e300acHOCTU
ALMuHUCTpaTop 6e30MacHOCTU - PabOTHWMK KOMedXa, OTBETCTBEHHbIN 3a (DYHKLUMOHWPOBaHMeE
C3MAH, BkIO4Yaad oO6CAYyXMBaHME W HACTPONKY aAMWUHWUCTPATUBHON, CEPBEPHON W KAUEHTCKON
KOMMOHEHT.

AamMuHucTpatop 6e3onacHocTy 06n1afaeT cliefyoLWMM YPOBHEM LOCTYNa U 3HAHWIA:
- obnagaet npasamMu AgmuHuctpatopa WCMAH;
- o6nagaeT nonHoW nHgpopmauyneih 06 MCMNAH;

- MMeeT JOCTYN K CpefAcTBaM 3alWuTbl MHGOPMaLUM U MPOTOKONMPOBAHWUA M K YaCTU KI/IHOUYEBbIX
anemeHToB VNCITAH;

- He UMeeT MnpaB JOCTyNa K KOH(OUIYPUPOBAHUID TEXHUYECKUX CPELCTB CETWU 3a WUCKKUYeHUEM
KOHTPONbHbIX (MHCNEKLNOHHbIX).

AAMUHUCTPATOP 6e30MacHOCTY YNOTHOMOYEH:
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- peaNu30BBIBATH MOJUTHKU Oe3omacHocTH B yactu HacTpoiiku CK3U, MexceTeBbIX 3KpaHOB U
cHCTeM OOHAPYKEHHs aTak, B COOTBETCTBUHU C KOTOpbIMH monb3oBatesb (Onepatop MCII/IH) monydaer

BO3MOXKHOCTh paborats ¢ 3nementamu UCI1/IH;
- OCYLLECTBJISITh &y AUT CPEACTB 3AIUUTHI,

= YCTaHaBJIMBaTb AJOBCPUTCIIbHBIC OTHOLICHUA CBOeEH SaMHmeHHOﬁ CETU C CE€TIAMU JOPYyIrux

YupexxaeHui.

3. Oneparop UCII/In
Omneparop APM — OTBEeTCTBEHHOE JIUIIO, ocylnecTBisiromuii odpadorky I1/In. O6padorka IT/1x
BKJIFOYAET. BO3MOXKHOCTb mpocmotpa I1/IH, pyunoii BBox IIJIn B cucremy HCII[IH, popmupoBanue
CIpaBOK M OT4eTOB MO MHpopmaumu, noaydeHHod u3 UCIIJ]. OnepaTtop HEe MMeeT MOJTHOMOYWN IS
yIpaBJeHus noacucreMamu o0padotku ganueix u C3I1/1H.

Omneparop UCI1/Ix obnanaeT cieayomuM YPOBHEM TOCTYTIA U 3HAHUI

- obnamaer BceMH HEOOXOOMMBIMH aTpuOyTamMu (HampuMep, mapojieM), 00eCHeuHnBarOINMU

OOCTYN K HEKOTOpOMy noaMHOkecTBy 11/1H;

= pacnoJjiaract KOH(I)I/II[GHLII/IaJ'IbeIMI/I AaHHBIMHU, K KOTOPBIM UMECET NOCTYII.
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6. TpeboBaHMA K NepcoHany no obecneyeHunto 3awmnTbl MAH

Bce coTpygHuku Konnepxa, asnawwmeca nonbsosatenamu VICTTOH, AOMXHbI YETKO 3HaTb U
CTPOro BbIMOMHATL YCTAHOB/EHHbIE MpaBuna U 0643aHHOCTM MO JOCTYNY K 3auiuiiaeMblM 06bekTaM U
co6M04eHNI0 NPUHATONO pexknma 6esonacHoctn MAH.

Mpu BCTynAeHWM B  LOKHOCTb HOBOFO paboOTHMKA HEMNOCPEeACTBEHHbIA  HayanbHUK
nogpasfeneHns, B KOTOpoe OH NOCTynaeT, 0653aH OpraHM30BaTb €ro O3HaKOMJEHWE C AOMKHOCTHOW
MHCTPYKLMERA U HEOBXOAMMbIMW AOKYMEHTaMW, pernaMeHTUpylowmMu Tpebosanns no sawute MAH, a
TakXXe o00yyeHMe HaBblKaM BbINOSHEHWS npouedyp, HeoOXOAMMBLIX ANA  CAHKLWOHWPOBAHHOIO
ncnonb3osaHua NCIAH.

PaboTHUK J0MKeEH ObITb 03HAKOM/IEH CO CBeAeHUAMU HacTosAwel MoNnTUKK, NPUHATLIX Npoueayp
pa6oTbl c anemeHTamu MCMNAH n C3MNA4H.

PaboTHUKKM KoNnedxa, WCNOMb3ylOLWMe TexXHUYecKue CcpefcTBa ayTeHTU(PUKaLUU, [OMKHbI
ob6ecneynmBaTb COXPaHHOCTb MAEHTU(HUKATOPOB (3NEKTPOHHbLIX Ktoyeil) n He gonyckaTb HC/ K HuM, a
TaK >e BO3MOXHOCTb WX YyTepu WIN WUCNONb30BaHWA TPeTbMMU nuuamu. T[lonb3oBaTenM HecyT
NepcoHanbHY OTBETCTBEHHOCTb 3@ COXPaHHOCTb UAEHTU(PUKATOPOB.

PaboTHUKK Konnemxa AO/MKHbI CfefoBaTb YCTaHOB/EHHbLIM MpouefypaMm MOALepXaHusa pexuma
6esonacHocTu MAH npu BbIGOpPe M WUCNONbL30BAHMM Mapofeil (ecnn He MCMONL3YKTCA TeXHUYECKMe
CpeAcTBa ayTeHTUDMKaLmmn).

CoTpy4HUKM  KONMnefXa [O/MKHbI obecneymBatb Hagnexawytw 3awuty obopypoBaHua,
ocTaBnsemMoro 6e3 NpucMoTpa, 0COBEeHHO B TeX C/lyyasaX, Korga B NOMeLeHe UMEKT AOCTYN NOCTOPOHHUE
nuua. Bce nonb3oBaTenu [O/MKHbI 3HaTb Tpe6oBaHWMsA no 6Ge3onacHocTu MOH v npouefypbl 3aWUTbI
obopyfoBaHus, OCTaBNeHHOro 6e3 NpMCMOTpPa, a TakXe CBOM 0053aHHOCTW MO 06eCNeyYeHUto TaKoW
3alUThI.

PaboTHUKamM 3anpeLaeTcs ycTaHaBnMBaTh NOCTOPOHHEE NporpaMMHoe obecnevyeHune, NOAKNOYATh
NNYHbIE MOOUNbHLIE YCTPONCTBA U HOCUTENN MH(OPMALMK, a TakKXKe 3anucbiBaTb Ha HUX 3aLLMLLAEMYHO
NHopmayuto.

PaboTHUKaMm 3anpeliaetca pasrnawaTh 3allMiaeMyo nHQopMaLmno, KoTopas crtana UM M3BecTHa
npu pabote ¢ UHPOPMALUOHHBLIMU CUCTEMAMU KONNELKA, TPETbUM NLAM.

Mpun pabote ¢ MAH B WUCMNAOH paboTHMKM KonnegKa o06a3aHbl 06ecnedynTb OTCYTCTBUE
BO3MOXHOCTM npocMoTpa MNAH TpeTbuMN Nuuamm ¢ MOHMTOpoB APM uUnun TepMmUHanos.

Mpwn 3aBeplweHnn paboTbl ¢ MCMOH COTPYAHUKKN 0643aHbl 3aWUTUTe APM nnn TepmuHanbl c
NOMOLLbIO 6NOKMPOBKU KAOUOM WAW 3KBUBANEHTHOrO CpeAcTBa KOHTPONA, HanpuMmep, AOCTYNoM Mo
naposito, eci He MCNONbL3YOTCA 60/iee CUbHbIE CPEACTBA 3alUThI.

PaboTHUKK KonnegXa [OMKHbI OblTb MNPOMHPOPMUPOBAHLI 06 yrposax HapyLleHUs pexuma
6esonacHoctn MMAH M OTBETCTBEHHOCTWM 3a €ro HapyweHue. OHW [O/MKHbI ObiTb 03HAKOMJIEHbI C
YTBEPXAEHHON (hopManbHOW npouesypoilt HaloXeHUA AUCLUNAUHAPHBIX B3bICKAHWIA HA COTPYLHUKOB,

KOTOpPbIE HAPYLWWAN NPUHATbIE MOAUTUKY M Npoueaypbl 6esonacHocTn MAH.
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PabotHuku 06s13aHbI 0€3 npoMenieHnst coo0IaTh 000 BCeX HAONMOIaeMBbIX HITH OJO3PUTEIbHBIX
cnydasix padoret MCITJIH, morymux moBiedb 3a co0oil yrpossl OesomacHoctu I[IJH, a Takxke ©O
BBISIBJIEHHBIX UMH COOBITHSX, 3aTParuBaroIinx 0esomacHocTh [1/1H, pyKOBOACTBY MOApa3ieNeHus U JIHIY,

OTBEUAIOIIEMY 32 HEMeJIEHHOE pearupoBaHue Ha yrpo3bl Oezonacuocty [1/1H.
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7. JlomkHOCTHBIE 00si3aHHOCTH NoJib3oBaTeneit UCIT/In
JlomkHOCTHBIE 00s13aHHOCTH nTonib3oBareneit MCII/IH onucaHbl B CIENYIOMNX JOKYMEHTAX
- Uuctpykuus anmunuctparopa UCIH;

- UncTpyknmst agmunucTpaTtopa 6esonacHoct UCI/H;
- Uuctpykuus nons3osarens UCIH;

- HHCTPYKL[I/UI MOJIb30BATEIIA IPHU BO3HUKHOBCHU N BHEIITATHBIX CHTyaHHﬁ.



€¢

8. OrtBercrBeHHocTh padoTHkoB UCII/IH konnenxa

B cootserctBuu co cT. 24 @enepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 urosst 2006 r. Ne
152-@3 «O nepcoHabHBIX JAaHHBIX) JIMIIA, BAHOBHBIE B HAPYIIEHUH TpeOOBaHUH naHHOTro PenepasbHoro
3aKOHA, HECYT TpPaXIAHCKYI0, VYrOJOBHYIO, aAMUHHUCTPATUBHYIO, MUCLUIUIMHAPHYIO U HHYIO
MPENYCMOTPEHHYIO 3aKOHOATeNbCTBOM Pocculickoilt denepaiiny OTBETCTBEHHOCTD.

JleiicTByroinee 3aKOHONATENHCTBO P® TMO3BONISET NPEaBSBIISATh TPEOOBAaHUSA MO OOECTIEUSHUIO
6e3omacHOl paboThI ¢ 3ammIaeMoil HHpOpMaLue 1 npeaycMaTpUBaeT OTBETCTBEHHOCTD 38 HapPYLICHHE
YCTaHOBJICHHBIX MPaBHJI 3KcIutyaTannd OBM u cucrem, HempaBOMEPHBIH IOCTYyN K MHQOPMALUH, €CITH
STH ACHUCTBUS MPUBEIH K YHUYTOXEHHUIO, OJIOKUPOBAHHIO, MOAN(UKALUN HHPOPMALIUN WA HAPy IIEHHUEO
padotel O9BM unu cereii (ctateu 272,273 u 274 YK PO).

Anmunuctpatop HMCIIJIH u agmuHuctpatop O€30MacHOCTH HECYT OTBETCTBEHHOCTb 32 BCE
NEeCTBUS, COBEpLIEHHbIE OT UMEHH MX YYETHBIX 3aIllHMCell MM CUCTEMHBIX YUETHBIX 3allcel, eciiu He
N0Ka3aH (paKkT HECAHKLIMOHUPOBAHHOTO MCIIOJIb30BAHMS YUETHBIX 3aITUCEH.

IIpn napymenusix padoTHukaMu kojutempka — moisb3oBareneii MCII[IH mpaBwi, CBS3aHHBIX C
6ezonmacHocThIO 1/]H, OHM HECYT OTBETCTBEHHOCTD, YCTAHOBJICHHYIO ACHCTBYIOIIUM 3aKOHOAATEIBCTBOM
Poccutickoint @enepannu.

IIpuBeneHHbIe BhIIe TPeOOBAHNS HOPMATHUBHBIX TOKYMEHTOB IO 3aIuTe MHGOPMALMH JOJKHBI
ObITh  OoTpakeHbl WHcTpykumm mnonb3oBarenst WMCIIJIH, a Taxke BONPOCHI OTBETCTBEHHOCTH 3a
pasriameHne U HeCAHKIIMOHUPOBAaHHY0 Moaudukanmo (Mckaxenue, paipcudukanuro) [1/1H, a Takke 3a

HENPaBOMEPHOE BMEIIATEIbCTBO B IIpoLiecchl X 0dpaboTku orpaxkensl B [lojoxenun 06 obpadborke I1/1H

B UCTI/In.
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9. Chucok HMCIONB30BAHHBIX HCTOYHUKOB
OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH U METOAMYECKUMH TOKYMEHTaMH, Ha KOTOPBIX Oasupyercs
Hactoswiee [lonoxenue sBIsSIOTCS:

1. Denepanbablii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX) (Hanee
— @3 «O nepcoHaJbHBIX [AaHHBIX»), YCTAHABJIMBAIOLINA OCHOBHBIE NPHHLUIBI H
ycinousi oOpabotku [1/1H, mpaBa, OOsI3aHHOCTHM M OTBETCTBEHHOCTb YYAaCTHHKOB
OTHOILIEHHH, CBsI3aHHBIX ¢ 0OpaboTkoii IT/1H.

2. «O0 yTBep)KIEHUH TMEepeYHs Mep, HAIMPABJICHHBIX HAa OOECIHEeUeHHE BBITOJHEHHE
00sI3aHHOCTEH, TPenyCMOTPEeHHBIX (enepanbHbM  3aKOHOM «O  mMepCOHaNbHBIX
JAHHBIX» U MPUHATBIMH B COOTBETCTBUU C HUM HOPMATHUBHBIMM MPABOBBIMU AKTaMHU,
orepaTopamu, sIBJISIFOIIUMUCS TOCYAapCTBEHHBIMH MJIM MYHULIUNIATbHBIMU OpraHaMmu»,
B cootBeTcTBUU C [Iocranosnenuem Ilpasurenscrsa PO ot 21.03.2012 Ne211.

3. «TpeboBanms K 3aIIKTE NEPCOHANBHBIX JAHHBIX MTPU UX 00paboTKe B NHPOPMALTMOHHBIX
CHUCTEeMax MEePCOHANbHBIX NaHHBIX», yTBepkaeHHoe I[loctanosnenuem IlpaBurenscTBa
P® ot 15.09.2018r. Ne 687.

4. «TpeboBanus kK MaTepHUATBbHBIM HOCHTEIISIM OMOMETPHUYECKUX MTEPCOHANBHBIX JAHHBIX U
TEXHOJIOTUSIM XPaHEHUsI TAKUX AHHBIX BHE HH(POPMAIOHHBIX CUCTEM MEPCOHAIBHBIX
JNaHHbIX», yTBepkaeHHbIe [locTanoBnenueM Ilpasurensctea P® ot 06.07.2008 r. Ne
512.

5. HopmaTtuBHO-MeTOMMYECKHE NOKyMEHThl DenepanbHOi CIyKObI MO TEXHUYECKOMY U
JKCIepTHOMY KoHTposto Poccuiickoit Penepanun (manee - ®CTIOK Poccum) mo
obecneuenuto OezonacHocty [1/{H mpu ux obpadorke B UCTI/H:

6. MeTtoanka onpeneneHnst akTyalIbHBIX yTPpo3 0€30MaCHOCTH NMEPCOHATIBHBIX JaHHBIX
npu Ux 00paboTke B HTHYOPMAIIOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX, YTB. 3aM.

nupexropa @CTIK Poccuu 15.02.08



