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1. O6LmMe NoNoXKeHUs

1.1. Hactosuwwee «[ofoXeHNe 0 3awuTe NepcoHabHbIX faHHbIX, 06pabaTbiBaeMbIX B
MH(OPMaLMOHHBIX CUCTEMAaX MEepPCOHaNbHbIX fAaHHbIX» (fanee - [lonoxeHue) pas3paboTaHO B
COOTBETCTBMMN C 3aKOHOM Poccuiickoin depepaumm ot 27 wmwons 2006 roga Nel52-d3 «O
nepcoHanbHbIX AaHHbIX», [MocTaHoBneHMeM [lpaBuTenbctBa Poccuiickoli depepauun o1 01
Hos6ps 2012 roga Ne 1119 «O6 yTBepXAeHWW TpeboBaHWUI K 3alinMTe NepCcoHaNbHbIX AaHHbIX
npu nx o6paboTkKe B MHPOPMALMOHHBIX CUCTEMAX MepCOoHaNbHbIX AaHHbIX». Mpukazom PCTIK
Poccunm o1 18 despana 2013 roga Ne 21 «O6 ytBepxaeHun CocTaBa W CcOfep)KaHUs
OpraHM3auMoHHbIX U TEXHUYECKMX Mep Nno obecneyeHUto 6e30MacHOCTU MepCOHaNbHbIX AaHHbIX
npu ux o06paboTke B WMHPOPMALNOHHLIX CUCTEMAX MEPCOHaNbHbIX [aHHbIX», WHbIX
HOPMaTUBHbLIX N MeToAnYecKMxX gokymeHToB PCTIK Poccun n ®Ch Poccun.

1.2. TlonoxeHne pa3paboTaHO B LenAx ob6ecrneyeHuss 6e30MacHOCTN MEPCOHaNbHbIX
AaHHbIX (panee - TMAH) npu nx 06paboTKe B MH(OPMALMOHHLIX CMUCTEMAaxX NepCOHaNbHbIX
fJaHHbIX TBMNOY «bypaTckuii arpapHblid konnegx um. M.H. Epb6aHoBa» (ganee - VCIMAH).

1.3. TlonoxeHne onpeaensieT nNOpsAoK paboTel nepcoHana WCMAH B 4actu
obecneyeHuns 6esonacHocTn MAH npu nx 06paboTke, NOPALOK MCNONb30BAHUA CPEACTB 3aLiUThI
MH(OpMaumu, paspaboTKy U MPUHATME Mep M0 NpPefOoTBPALLEHMI0O BO3MOXHbLIX OMACHbIX
NOCNeACTBUIA TakMX HapyLleHWid, NopsLoK MNPUOCTAHOBKWM npegoctaBneHns MOAH B cnyvae
0OHapY>XeHNa HapyLleHUin npn nx o6paboTke, NOPAAOK 00yUYeHMS MepcoHana NpakTuke padoThbl
B MCIMOH, nopsiaoK KOHTPONAs CO6GMAEHMS YCNOBWIA WMCMOMb30BaHMSA CPeACTB  3alluThbl
NH(opMaL MK, NpeayCMOTPEeHHbIe 3KCNyaTaLMOHHON U TEXHUYECKOW AOKYMeHTaunen, npasuna
0OHOBMIEHNA  06LECUCTEMHOrNO ¥ MNPUKNAAHOrO NPOrpaMmMHOro obecneyeHus, npasuna
opraHu3auum aHTUBUPYCHON 3alinTbl M naponbHoi 3awnutel VCMOAH, NopagoK oXpaHbl
[onycKa NOCTOPOHHUX NUL, B 3aluLLaemMble MOMeLLEHNS.

2. Mopsagok npegocTaBneHUa aornyckKa nonb3oBaTtesien K pabote B NCIAH

HacTtoswuii nopsagaok onpeaensiet aeicteus nepcoHana VICIMAH B 4acTu o6ecrneyvyeHus
6e3zonacHocTu MAH npu nx obpaboTke B CIAH.

2.1. Monb3oBatenamu NCIOAH ABNSOTCA WTaTHble cOTPpyAHMKN TBMOY «bypaTtckuii
arpapHbiin konnegpx um. M.H. Epb6aHoBax.

2.2. [lepBOHavanbHbIA AONYCK nonb3oBaTenein kK pabote B MCMAH ocyLlecTBNsSETCA Ha
OCHOBaHMMW MNpuKasa, KOTOPbIA M3gaeTcsa pyKoBoawuTeneM. B npukase onpegenserca Crnmcok
CnyXatlunx, gonyuleHHbIX K pabote B CMAH.

2.3. C uenbto  obecneyeHUss  OTBETCTBEHHOCTM  3a  BeAeHMEe,  HOpMa/bHOe
()YHKLUMOHMPOBAHME W KOHTPONb pPaboTbl CPeAcTB 3aluTbl MHGMOPMALMM U BbINOJIHEHUSA
Heo6XoAMMbIX MeponpuaTuiA no obecneyeHnto 6GesonacHocT B WCIMAH Ha3HavaeTcs
aAMUHNCTPATOP UHGOPMaLIMOHHON 6e30NacHOCTMW.

2.4,  C uenblo co6M0AEHUA NpuUHLMNA MepcoHanbHOM OTBETCTBEHHOCTM 3a CBOW
DECTBUA  KaXAoMy chnyxallemy, AgonyuweHHomy K pa6ote B WCIMAH, AOMKHO ObiTh
COMNOCTaB/NIEHO NEepPCOoHanbHOe YHUKaNbHOe umsA (yyeTHas 3anucb Mosib3oBartesna), Mof KOTOPbIM
OH b6yfeT peructpuposaTbes 1 pabotats B ICTTAH.

2.5. Mcnonb3oBaHWe HECKOIbKUMU cnyxawumu npu pabote B MCIMAH 0f4HOr0O 1 TOro
e MMEeHM NOoMb30BaTeNa 3anpeLleHo.

2.6. B panbHeilwem, npouegypa peructpauumm  (Co3gaHus  YYeTHOW  3anuciu)
NnonbL30BaTeNA M NpefocTaBfieHMs eMy (MM N3MEHEHMA ero) npae gocTtyna K pecypcam NCIAH
NHULMNPYETCA 3aBKOMN.

B 3aaBKe yKa3blBaeTcs:



- CoflepXKaHue 3anpalinMBaeMblX W3MeHeHWA (perucTpaums HOBOro MNo0Jb30BaTeNs
NCMAH, yaaneHve y4eTHON 3anucu Mnosb3oBaTesid, pacluMpeHne Uan CyxeHue NOSTHOMOUYUIA U
npae goctyna K pecypcam VICINAH paHee 3aperucTpypoBaHHOIO Monb30BaTens);

- LO/MKHOCTb (C MOSIHBIM HaMMeHOBaHWEM o0Tgena), Mamuama, MMAa W OTYeCTBO
CnyXallero;

- UMS Nonb3oBaTens (YYeTHOM! 3anncKu) JaHHOTO CNYXKaLLEero;

- MO/IHOMOYMS,  KOTOPbIX HEOGXOAMMO  /MIIUTL  MOMb30BaTeNns WAW  KOTOpble
Heo6xoanMo [06aBUTL MOMb30BaTeN0 (MyTeM YKa3aHWs pellaeMbiX MOMb30BaTeNeM 3ajay B
NCMAH).

2.7. 3afBKy paccmaTpuBaeT U BU3MPYET PYKOBOAMTESNb, YTBepXfasd TeM CambiM
NPON3BOACTBEHHYO HEOH6XOAMMOCTbL JonycKa (M3MeHeHMsA npas LOCTYna) AaHHOro CayxXaliero
K HEO6XOAUMBIM NS PELLEHMS UM YKa3aHHbIX B 3asBKe 3agad pecypcam VICIMAH. 3aTeM 3asBKa
nepefaetcad aAMUHUCTpATOpPy WH(pOpMaunoHHol 6GesonacHocty WCMOH And  BHeceHWs
HEe06X0ANMbIX M3MEHEHWNI B CNUCKK Nonb3oBatenein CMAH.

2.8.  Ha ocHoBaHWM 3asBKM agMUHUCTPATOP MH(OopMayMoHHo 6esonacHocTn CIMAH
NPOu3BOAUT  Heo6XOoAWMble oOrfepauuu no  co3gaHuto  (YAaNeHUK0)  YYeTHOW  3anucu
nonb3oBaTens, MPUCBOEHUIO €MY HayanbHOro 3HauvyeHWs napons, a TakKXe perucrpauuio
NepcoHasIbHOro NAeHTU(MKaTopa K Apyrve Heo6xoAvMble AelCTBUSA, YKa3aHHbIe B 3aBKe.

2.9. Tocne BHECEHUS| W3MEHEHW/A B CMNUCKM NONb30BaTeNel agMUHUCTPaATOP
MH(OPMALMOHHON  6e30MacHOCTM  JO/MDKEH 06ecneynTb  HaCTPOWKM  CPeACTB  3alyMThbl
COOTBETCTBYHLLME TpeboBaHUAM 6€30MacHOCTM yKasaHHon VCIH.

2.10. Cnyxallemy, 3apermcTpMpoBaHHOMY B KayecTBe HOBOro nonb3osatensa VCIMAH,
coobLyaeTcs MMS COOTBETCTBYIOLLErO eMy NOo/b30BaTeNst U MOXET Bbl4aBaTbCA NEPCOHabHbIA
naeHTumKaTop (418 paboTbl B peXxumMe YCUIEHHON ayTeHTU(PUKALMMN) U HayalbHOE 3HaYeHue
naposif, KOTOPOe OH 0653aH CMEHUTb NPU NEPBOM Xe BXOfE B CUCTEMY.

2.11. WcnonHeHHas 3asBKa XpaHUTCA Yy afMWHUCTpaTopa MHMOpPMaLMOHHON
6e3sonacHocTn NCIMAOH.

OHa MOXXeT BMOoC/eACTBMUN NCMOJIb30BaTLCA:

- Ana  BOCCTaHOB/IEHUA MOMTHOMOYMI  NoMb30BaTeNel  Mocne  BO3HUKHOBEHMUS
BHELUTATHbIX CMTyaLLI/IIZ;

- 4N KOHTPO/IA NPaBOMEPHOCTM HaNW4yuA Yy KOHKPETHOro nosb3oBaTens npas AocTyna
K TeM unum nHbim pecypcam VNCIMOH npu pa3tope KOHPAUKTHBIX CUTYaLNIA;

- NS NPOBEPKM COTPYAHUKAMU KOHTPOJSIMPYIOLLMX OPraHoB MpaBUIbHOCTU HACTPOWKM
CpefcTB pasrpaHnyeHus goctyna kK pecypcam NCI1AH.

3. Mopsapok pa6oTbl nonb3oBatesiein MCIMAH B YacTu obecneveHms
6eszonacHocTu MAH npu nx obpaboTke B MCIMAH

3.1. Tllonb3oBaTeflb MMeeT MNpaBO B OTBEAEHHOe €My BPeMs pellaTtb MOCTaBfIeHHble
3afja4yn B COOTBETCTBUU C NOSIHOMOYMAMM AgocTyna K pecypcam NCIAH.

3.2. lMonb3oBaTenb HeceT OTBETCTBEHHOCTb 3a MPaBWALHOCTb  BK/KOYEHUA U
BbIK/TIOYEHMNS CPEACTB BbIYMCANTENLHON TexHUKM (CBT), BXOAa B CUCTEMY U BCE AEWCTBUA MpW
patote B CIMAH.

3.3. [Mepen Hauyanom pa6oTel B MCMAOH, cnyxallne, aonylleHHble K pabote ¢ MAH,
NPUHUMAIOT NMOJ pocnuck 06a3aTeslbCTBe 0 HepasrialweHU NepcoHanbHbIX AaHHbIX.



3.4. Bxop nonb3oBaTens B CUCTeMY AO/DKEH OCYLLECTBAATHCA MO BblgaBaeMoMYy emy
3NIEKTPOHHOMY UAEHTUPUKATOPY M NO NepCOHanNbHOMY Maposito.

3.5. 3anucb uHMopmayuu, cogepxauwiein MAH, AO/MKHA OCYLWECTBAATLCS TONbKO Ha
MallMHHbIE HOCMTENM WMHQOPMaLnKM, COOTBETCTBYIOWMM 06pa3oM yUTeHHble B XKypHane yyeta
3awmuwaemblx HocuTenein nuhopmauun. OTBETCTBEHHbIM 3a BefeHMe YXXypHana y4yeTa fBNseTcs
aAMUHUCTPATOP UHOPMALIMOHHON 6e30MacHOCTH.

3.6. Tpu paboTe CO CLEMHLIMW MALINHHBIMW HOCUTENAMU MH(OPMaLMK Nosb3oBaTe b
KaXX[bli pa3 nepef Hayanom paboTbl 06s3aH MNPOBEPUTb WX Ha OTCYTCTBME BUPYCOB C
NCNONb30BaHMEM LUTATHLIX AHTUBUPYCHbIX MPOrpaMM, YCTAHOBJ/IEHHbIX Ha KOMMbOTEPaX
NCMAH. B cnyyae o6HapyXeHUs BUPYCOB MOMb30BaTeNlb 0653aH HEMeANIEHHO MPeKpaTUTb KX
MCNO/Ib30BaHME N [eiiCTBOBATb B COOTBETCTBUN C TPeOGOBaHNAMM JaHHOTO MONOXeHUS;

3.7. Kaxgpli cnyxawuid, y4acTBylOWMUA B paMKax CBOUX (YHKLMNOHANbHbIX
0643aHHOCTElN B Mpoleccax aBTOMaTtM3MpoBaHHOW 06paboTkn MAOH M UMmerowmii Joctyn K
annapaTHbIM  CpeAcTsaMm, MporpaMMHoMy o6ecneyeHuto U gaHHbiM - NCT1OH, Hecer
NepcoHanbHyt OTBETCTBEHHOCTb 3a CBOWM AeliCTBMA 1 0653aH".

- CTporo cobnofatb ycTaHOB/IEHHbIE NpaBusia obecrnevyeHnsa 6e30MacHOCTU NHMOPMaLLUK
npu paboTte ¢ NporpaMmMHbIMU U TexHU4Yeckumu cpegcteamum NCIMAH;

- 3HaTb W CTPOro BbINOMHATL NpaBuna paboTbl CO CpefAcTBaMU 3alMTbl UHGpOpMaLUW,
YCTaHOB/IEHHbLIMU Ha KomMbioTepax VNCIAH;

- XpaHuTb B TaliHe cBOI naponb (Naponu). B cooTBeTcTBUM € N. 7.5. gaHHOro MonoxeHums
M C yCTaHOB/IEHHON NEepUOANYHOCTHLIO MEHATL CBOIM Naposb (Maponu);

- XpPaHWUTb  YCTAQHOBJEHHbIM  MOPSALKOM  CBOE  WHAMBUAYaNnbHOe  YCTPOMCTBO
naeHTUUKaLMKM (KNY) N Apyrue peKBU3UTbI B HEAOCTYMHOM NSl MOCTOPOHHUX MECTE;

- BbIMONHATb TpeboBaHMA M0N0XEHNA NO OPraHN3aLMn aHTUBUPYCHOM 3alMTbl B NMOHOM
obbeme.

HemenneHHO W3BECTUTb afMUHMCTPaTOpa MH(OPMALMOHHOM 6e30MacHOCTM B Ciy4ae
yTepU WHAMBUAYANbHOrO YCTPOWCTBA MAeHTU(MKaLMKM (KN4a) WA NpW  NOA03PEHUM
KOMMNPOMETaLMM INYHBIX KNKYel 1 Naponeid, a Takxke Npyu 06HaPYXEHNK:

- (paKTOB COBepLUeHUs NOMbITOK HeCaHKUWMOHMpOBaHHOro goctyna (gfanee - HCAO) K
NCIAaH;

- HecaHKUWOHMPOBAHHbIX WM3MEHEHWIA B KOH(MIypauum nporpaMMHbIX WAX annapaTHbIX
cpeacts CMAOH;

- OTK/IOHEHWI B HOpMa/ibHOM paboTe CUCTEMHbLIX M MPUKAALHbLIX NPOrPaMMHbIX CPeLCTB,
3aTpyaHsaoWmnx skcnnyataymio CBT, Bbixofa W3  CTPOS  WAW  HEYCTOMYMBOrO
(yHKLMOHUPOBaHMA y3n0B CBT unm nepugepuitHblix yCTpOKCTB (CKaHepa, nNpuHTepa v
T.N.), a TaKXKe nepeboeB N CUCTEME 3NEKTPOCHABXKEHNS;

- HEKOPPEKTHOro (YHKLMOHUPOBAHMNSA YCTAHOB/IEHHbIX HA KOMMNbHTEPbl TEXHUYECKUX
CPEeACTB 3aluThl;

- HenpefycMOTPEHHbIX 0TBOAOB Kabenei 1 NOAK/OUYEHHbIX YCTPOWCTB.
Monb3oBaTeNto0 KaTeropMyeckun 3anpewiaercs’.

- UICNONb30BaTb KOMMOHEHTbLI NPOrpamMHOro W annapatHoro obecneyeHus M3BM B
Hecny>ebHbIX Lenax;

- CAMOBOJIbHO BHOCWUTb  Kakue-nnbo W3MeHeHUs B KOH(Urypaumio annaparHo-
nporpaMmmHbIxX cpeacts VCIMAH unn yctaHaBnMBaTb LOMOMHUTENIbHO /1l0Oble NporpaMmHbie U



annapatHble CpeAcTBa, He MNpPeAyCMOTPeHHble apxXvMBOM AUCTPUOYTMBOB YCTaHOBNEHHOIO
nNporpamMmMHoOro obecneveHus;

- ocywecTBnATb 06paboTky MAH B NPUCYTCTBUM MOCTOPOHHMX (HE AONYLLEHHbIX K
JlaHHOW MH(hopMaLnK) nuu;

- 3anncbiBaTb N XPaHUTb MAH Ha HEYUYTEHHbIX MallNHHbIX HOCUTENAX VIHCbOpMaLl'VIVI;

- OCTaBMATb BK/OYEHHbIM 6€3 MpucMoTpa KOMMbIOTEP, He aKTMBU3NPOBAB CpefcTBa
3awwmnTbl 0T HC L (BpemMeHHY0 610KMPOBKY 3KpaHa U KNnaBMaTypsbl);

- OCTaBNATL 6e3 NMYHOro NPMCMOTpPa Ha paboyem MecTe UK rge 6ol TO HU ObIIO CBOE
nepcoHasbHOe YCTPOMWCTBO MAEHTU(MMKALUN, MALUMHHBIE HOCUTENN W pacrneyvaTku, Cofepxalime
MAnx;

- YMbILW/IEHHO ~ UCMONb30BaTb  HEAOKYMEHTUPOBaHHble CBOCTBA ¥ OWWOKM B
nporpaMMHOM 06ecneyeHnn UNM B HACTPOWKax CPeAcTB 3aljuThbl, KOTOPblE MOTYT MPUBECTU K
HapyLLIeHN0 KOHMMAeHUanbHocTn MAH;

- pa3melyaTb cpefcTBa OTOOpaXKeHMA MHGopMayuu (MOHUTOP, NPUHTEP M T.M.) TakuUM
o6bpa3om, 4TO6bl C HMUX CYLLECTBOBa/sa BO3MOXHOCTb BM3YyaslbHOTO CUYMTbIBAHWUA MHOpMaLuu
NMOCTOPOHHUMU NULAMMU.

3.8.  AagMuHucTpatop MHHOOPMaLMOHHON 6€30MacHOCTM 0653aH:

- 3HaTb COCTaB OCHOBHbIX M BCMOMOrarte/lbHbIX TEXHUYECKUX CUCTEM W CPeAcTB (ganee -
OTCC wn BTCC) ycTaHOBNEHHbIX W CMOHTUMpPOBaHHbIX B WCIIOH, nepeyeHb
MCNoNb3yemMoro nporpamMmHoro obecneyeHus (ganee - NO) 8 CMNAH;

- KOHTPO/NMPOBaTh LLeNOCTHOCTb Meyatel (N1omM6, 3aWMTHLIX Hakneek) Ha nepudepuiiHom
obopyzoBaHuK, 3awmuieHHbIXx CBT v gpyrux ycrtpoictsax;

- Npou3BOAMTbL  HEoOXOoAWMMble  HACTPOWKM  MNOACWUCTEMbl  YMpaBfieHWs  JOCTYNOM
ycTaHoBneHHbIX B ICIMAH C3U or HC/ 1 conpoBoXaTb UX B NpoLecce 3KcnayaTtauuu,
npu 3aToMm:

- peanu3oBbiBaTb MOJIHOMOYMA JocTyna (YTeHWe, 3anucb) ANA KaXKAOro nosb3oBaTens K
3NeMeHTaM 3alliuniLaeMbiX UHDOPMALMOHHBLIX pecypcoB (halinam, KaTanoram, NpuHTepy

nT.4.);

- BBOAMTb onwucaHms nonb3osBatenen WCMOH B WHGPOPMALMOHHYIO 6a3y CUCTEMbI
pasrpaHuyeHusa goctyna B ICIMAH;

- CBOEBPEMEHHO yJanaTb OMMUCaHWs NONb30BaTeNei n3 6asbl AaHHbIX C3U Npu U3MEHEHUU
CMMCKa ONYLEHHbIX K paboTe nuL;

- NPOBOAWTb  WHCTPYKTaX nonb3osatene WCIMAH no npasunam  paboTbl C
NCNOMb3yEMbIMM TEXHUYECKUMY CPeACTBAMU U CUCTEMAMU 3aLLUTbl MHOPMaLUN;

- KOHTpPO/MpOBaTb CBOEBPEMEHHOe MpOBefeHWe CMeHbl naposeld And  fgocrtyna
nonb3oBaTenel K KomnbtoTepam u pecypcam VCMOH;

- o6ecneuymBatb MOCTOAHHbLIA KOHTPO/b BbINOMHEHWUA MONbL30BATENAMWU YCTAHOBNEHHOIO
KOMMeKca MeponpusaTuii No obecnevyeHnto 6esonacHocTn MHGopmaunmn B UCMAH;

- OCYLLeCTBASTb KOHTPONb MOPsAfKAa CO3[aHWs, Yy4yeTa, XpaHeHWs W KCNONb30BaHWS
pe3epBHbIX N apXMBHbIX KONWUIA MaCCUBOB AaHHbIX;

- HacTpauBaTb K COMPOBOXAaTb MOACUCTEMbI perucTpauny u yyeta [eWCTBUN
nonb3oBaTenei npu pa6ote 8 UCMAH;



- opraHu3oBblBaTb neyatb (haiifioB MoONb30BaTeNield Ha MNPUHTEPE W OCYLLECTBNATH
KOHTPONb CO6/MIOAEHNSA YCTAHOB/IEHHbIX MPaBW/ W MapameTpoB perucrpauum u ydeta
OyMaXKHbIX HOCUTEeNeNn nHhopmMaLmu,

- nepuoandeckn tectuposatb (hyHKuum C3M ot HCL ¢ mcnofnb3oBaHUEM crieyuanbHbIX
CPeACTB aHanM3a 3alMLieHHOCTU, OCOBEHHO NPW M3MEHEHWUW MPOrpaMMHON cpefbl U
MOTHOMOYNIA NCNONHUTENEN;

- BOCCTaHaBNMBaTb NPOrpamMHYH cpefly, NPOrpamMmHble CpeAcTBa U HacTpoliku C3U npu
coodx;

- BECTM fABe Konuu nporpammHbix cpegcte C3WM ot HCA v KOHTpo/AmMpoBaTb MX
paboToCcnocobHOCTh;

- MepuoaMYecKn OBGHOBNSTb aHTUBMPYCHble cpefcTBa (6a3bl AaHHbIX), KOHTPOAMPOBATH
COGNIOAEHME MONb30BATENAMU  MOPSAOK W MpaBuia MPOBEAEHUS aHTUBMPYCHOMO
TeCTUPOBaHMS;

- MpoBOAWUTbL PaboTy MO BbISIBIEHWIO BO3MOXHbIX KaHa/ioB BMeLlaTeNnbCTBa B MPOLECC
(OYHKUMOHUpoBaHMa WMCIOH M OCYLEeCTBNEHUA HECAHKLUMOHMPOBAHHOIO A0CTyna K
NH(OPMaL MM N TEXHUYECKUM CPeACTBaM BblUMCNTENbHOW TEXHUKM;

- obecneumBaTb CTpPOroe BbINOMHEHME TpeboBaHWII MO 06ecrnevyeHU0 6e30MacHOCTY
MH(opMaLUmn Npu opraHm3aunmn TexHmyeckoro obenyxunsaHus MCMAH v otTnpaske ero B
PEMOHT  (KOHTPO/NMPOBATb  3aTMpaHMe MNepCcoHaNibHbIX  AaHHbIX Ha  HOCUTEeNsX
NHpopmaunm);

- npucyTcTBoBatb (y4yacTBoBaTb) B paboTax MO BHECEHUID W3MEHEeHWI B annapaTtHo-
NporpaMMHyto KoHgurypauuto MCMAaH;

- BECTVW JOKyMeHTauutwo Ha WCIMAH B COOTBETCTBMM C TPe6OBaHWSMU HOPMATMBHbIX
[NOKYMEHTOB.

4. TlopsifoK pe3epBUPOBaAHUSA 1M BOCCTAHOB/IEHUS paboTOCMOCOGHOCTH
TEXHUYECKUX CPeACTB, MPOrpamMMHOro o6ecneyeHuns, 6as JaHHbIX,
3alMLLLaeMoilt MH(OPMaLMK 1 CPeacTB 3almThl MHDoOpPMaLUN

4.1. HacToAwmii  nNoOpsaAoK  onpefenser  opraHu3auuil  pe3epBUpOBaHUS  ”
BOCCTaHOB/IEHMS Pab0TOCNOCOOHOCTN TEXHUYECKUX CPEACTB M NPOrpamMmmMHOro obecneveHus, 6as
[AaHHbIX W CPefCTB 3aLUTbl UHPOPMALUN.

4.2. K ucnonb30BaHUK A1 cOo34aHuA pesepBHbIX Konum B MCIIAH, gonyckaroTcs
TOJIbKO 3aperucTpnupoBaHHble B XKypHane yyeTa HOCUTENN.

4.3.  AOMUHMACTPATOp WHGOPMAaLMOHHON  6e3onmacHOCTM 006s513aH  OCYLLLECTBAATH
nepuoamnyeckoe pesepBHOe KOMMPoBaHWe MepCcoHabHbIX AaHHbIX.

4.4. HocuTtenu uHgopmauuun, npefHasHavyeHHble AN CO3J4aHUA Pe3epBHOW Konuu u
XpaHeHNsa MepcoHanbHbIX [aHHbIX, BbIJAOTCA YCTAaHOB/IEHHbIM MOPAAKOM afMWHUCTPaTOPOM
NHPOpPMaLMOHHOM 6e3onacHocTU. [10 OKOHYaHWWM NpoLeaypbl PEe3epBHOr0  KOMWPOBaHUSA
3NIEKTPOHHbIE  HOCUTENU CAAKTCA Ha XpaHeHue aAMUHWUCTPATopy  WMHMOPMALMOHHOWA
6e30MmacHoOCTH.

45. Tpu BOCCTAHOBNEHUN PabOTOCNOCOBHOCTM NPOrpamMMHOro obecrneyvyeHns cHavana
OCYLLeCTB/IIETCA pe3epBHOE KOMWPOBAHME 3aliuLiaeMoil MHpopMauuu, 3aTemM NPOM3BOAUTCA
nonHaa fAevHCTanAaLna HeKOppPeKTHO paboTaroLero nporpaMMHoOro obecreyeHus.

4.6. BoccTaHOBMeHMe MpPOrpamMHOro o06ecneyeHWss NPOU3BOAUTCA MNYTEM €ro
WHCTaNNAUUM € MCMNOMb30BAHWEM  3TANIOHHbLIX  AUCTPUOYTMBOB,  XPaHeHUe  KOTOPbIX



OCYLLEeCTBNAETCA  aAMUHUCTPATOPOM  MH(OPMALMOHHOA  6Ge3onacHOCTM B CrneluanbHOM
XpaHunuLLe.

4.7.  Tpwn paboTe Ha kKomnbtoTepax MCIOH peKOMeHAyeTCs UCMOAb30BaTh NCTOYHUKM
6ecnepebOMHOr0 NUTaHUA, C LeNbio NpefoTBPaLLeHNsA MOBPEXAEHUS TeXHUYEeCKUX CpeacTB
n(nnn) 3awniLaeMoi nHpopmaumm B pesynbtate C60eB B CETW 3NEKTPONUTaHUS.

4.8. Tlpn BOCCTaHOBNEHMM PABOTOCMOCOOHOCTM CPEACTB 3aWuThbl  MHDOpPMaLUK
cneflyeT BbIMOMHUTL WX HACTPOKY B COOTBETCTBUM C TpeboBaHUAMU 6e30MacHOCTM
NH(OPMaUMK, W3N0XKEHHbIMW B TEXHWYECKOM 3aflaHMM Ha COo3[4aHuMe CUCTeMbl 3aLUThbl
NMEePCOHaNbHbIX JaHHbIX.

4.9. BoccTaHOB/EHME CpeacTB 3aWnThI NHpopmaLunm npous3BoAnTCA c
MCNONb30BAHWEM 3Ta/lOHHbLIX CEPTUMULUPOBAHHbLIX AUCTPUOYTUBOB, KOTOPbIE XPaHATCA Y
agMuUHUCTpaTopa MHMOPMaLMOHHOW 6e3onacHOCTU. Tlocne YCMewHOMW HAacTPOMKU CpPencTs
3aWmnTbl MH(pOPMaLUM Heob6XO4MMO BbIMOMHUTL PE3epBHOE KOMWPOBAHME HACTPOeK [aHHbIX
CPeLCTB C NOMOLLbK BCTPOEHHbIX B HUX (DYHKLUMIA Ha 3aperncTpUpoBaHHbIA HOCUTEb.

4.10. OTBeTCTBEHHOCTb 3a NPOBEJEHME Pe3epBHOr0 KOMNMWPOBAHWUSA, MEpPONpUATUIA no
BOCCTAHOB/IEHMIO paboToOCNOCOGHOCTN  TEXHUYECKUX  CPefCTB, MeponpuUATHiA no
BOCCTAHOB/IEHWNIO  CPeACTB  3aWuTbl  MHMOPMAaLMM  BO3/MaraeTcqd Ha aAgMUHMCTpaTopa
NH(opMaLMoHHo 6e3onacHocTn UCMOH.

5. Mopsgok obyyeHMsA nepcoHana npakTmnke pabotbl B UCIMAH B YacTtu
obecrieyeHns 6e30MacHOCTM NEPCOHaNIbHbIX AaHHbIX

5.1. Mepepg Havanom pa6oTtbl B ICMAH nonb3oBatenn AOMKHbI NPOATU MHCTPYKTaX NO
obecneyeHUto 6e30MacHOCTU MEPCOHaNbHbIX AaHHbIX Mpu pabote ¢ Humm B WCIMAH, nofg
poCnuch;

5.2. Tlonb3oBateny JOMXHbI NPOLEMOHCTPUPOBATL aMUHUCTPATOPY MHOPMAaLVOHHOW
6e30NacHOCTM Hannume Heob6XOAMMbIX 3HAHWIA WU YMEeHWIA ANA BbINOMHEHWA TpebOoBaHW no
ob6ecrneyeHnto 6e30NaCHOCTM MePCOHasNbHbIX AaHHbIX Npy paboTte ¢ HUMK B CIMOH;

5.3. OTBETCTBEHHbIM 3a OpraHM3auulo 006y4YeHUS W OKaszaHWe MEeTOAMYECKOW MOMOLLU
ABNSAETCH aAMUHNCTPATOP MH(POPMALMOHHOK 6e30MacHOCTH.

6. MpaBuna aHTUBUPYCHON 3alLNTbI

Hactoawwme npasuna onpefensoT TpeboBaHWA K oOpraHu3auuy 3awunTbl 06bBEKTA
NCMNAOH oT paspywarwero BO3AENCTBAA BPeAOHOCHOr0 MNporpaMMHOro obecneyveHus,
KOMMbIOTEPHBIX BUPYCOB W YCTAaHABNMBAET OTBETCTBEHHOCTb PYKOBOAUTENENW W ChyXawmx,
3KCNAyaTUPYOLWNX U CONPOBOX AW MX KOMNbOTepbl B cocTtaBe VCIMAH, 3a X BbIMOHEHME.

6.1. K u1cnonb30BaHWIO Ha KOMMbKOTEpPaxX [OMYCKalTCA TOMbKO JINLEH3UOHHbIE

aHTUBMPYCHbIE CPeACcTBa, npolejlive cepTugukaunio no tpebosaHuam GesonacHocTn ®CTIK
Poccun.

6.2. YcTaHOBKa W Hauya/lbHasi HaCTpOWKa CpPeACTB aHTMBUPYCHOrO KOHTPOAS Ha
KOMMbOTEpPax OCYLLECTBASAETCA agMWHUCTPATOPOM WH(OPMAaLMOHHOW 6e3omacHOCTU, Nnbo ¢
npuBnevyeHnem opraHusaunii - nuueHsmnatos ®CTIK Poccuu.

6.3. AaMuUHUCTpaTop NHOPMALLMOHHO 6e30MacHOCTM ocyulecTBnseT
nepuognyeckoe 06HOBNEHNE aHTUBMPYCHbIX CPEACTB M KOHTPO/Ib NX paboTOCNOCOOHOCTH.

6.4. Apnbik (ccbinka) ANA  3anycka aHTUBUPYCHOW Nporpammbl  JO/MKEH O6bITb
[OCTYNeH BCeM M0/1b30BaTeNIAM UHPOPMALMOHHON CUCTEMBI.

6.5.  EXeHeaenbHO B Hauyane paboTbl, MOCNE 3arpy3ki KOMMbOTePa B aBTOMaTUYECKOM



peXunme JOMXEH NPOBOAUTLCA aHTUBMPYCHBIA KOHTPO/b BCEX AUCKOB U (haiiyioB KOMMbIOTEPOB.
O6s3aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIHO MOANEXUT Nt06as MHpopmaums (TeKCToBble (halinbl
No6bIX (opmaToB, aiibl  JaHHbIX, WCMOMHSAEMble (ainbl), WHDOPMAUMS Ha CbEMHbIX
HocuTenax (MarHUTHbIX guckax, neHtax, CD-ROM wu 1.n.). KOHTpOAb UCXoasLuein nHpopmaumnm
Heo6X0AMMO MPOBOAUTbL HEMOCPEACTBEHHO Mepej apXvMBMPOBaHMEM W OTNPaBKOW (3amuCbio Ha
CbEMHbI HOCUTEND).

6.6.  ®aiinbl, NOMeLLaeMble B 3/IEKTPOHHbIV apXMB Ha MAarHUTHbLIX HOCUTENAX, LOMKHbI
B 0653aTe/IbHOM MOPSAKE NPOXOANTL aHTUBUPYCHbIA KOHTPO/b.

6.7. YcTaHaBnuBaemoe (M3MEHSIEMOE) MNporpaMmHoe 06ecrneyvyeHne [A0MKHO ObiTh
npeaBapuTesibHO MPOBEPEHO HAa OTCYTCTBME BUPYCOB. HenocpeACTBEHHO MoOCne YCTaHOBKU
(M3MeHeHUs1) NPOrpaMMHOro o6ecrneyeHUss KOMMNbOTEPa, aAMUHUCTPATOPOM MH(OPMALMOHHOI
6e30nacHOCTM JO/MKHA ObITb BbIMO/MHEHA aHTMBUPYCHasa nposepka NCIAH.

6.8. Ha komnblOTepbl MoONb30BaTeNel 3anpellaeTcs YCTaHOBKA MPOrpamMHOro
obecrneyeHuns, He CBA3AHHOIO C BbIMOHEHNEM (PYHKLWIA, NPesyCMOTPEHHbIX TEXHOMOMMUYECKUM
npoweccom 06paboTKN NHGpopMaLmnK;

6.9. [lpn BO3HWKHOBEHWM MNOLO3PEHMA HA HanAMymMe KOMMbHOTEPHOro BUpyca
(HeTMnNnyHas paboTa nNporpamm, NosBieHWe rpaUyecKnx M 3BYKOBbIX IP(HEKTOB, UCKAXKEHWN
JlaHHbIX, NponagaHue ¢alinoB, YacToe MOsBMEHME COOOLIEHWUIA O CUCTEMHbIX OLIMGKax WU T.n.)
nonb3oBaTe/lb  CamMoOCTOATENbHO (MM BMecTe C  aAMUHUCTPATOPOM  MH(OPMALMOHHOW
6e30MacHOCTM) A0/MKEH NPOBECTU BHEOUEPEAHON aHTUBMPYCHbIA KOHTPO/b KOMMNbIOTEPA.

B cnyuae o06HapyXeHuWs npu MNpPOBEAEHWM aHTMBUPYCHON MPOBEPKM 3apPaXKEHHbIX
KOMMNbIOTEPHLIMW BUpYcamun (aitfioB Nosb3oBaTeNlb 06513aH:

- MPUOCTaHOBUTb 06paboTKy AaHHbIX B CIAH;

- HeMefNeHHO MOCTaBUTb B M3BECTHOCTb O (pakTe OBGHApPYXXeHWUS 3apaXKEHHbIX BUPYCOM
thainnoB agmMmHMUCTpaTOopa MWHMOPMALMOHHON 6e30MacHOCTM, a TakKXe CMEeXHble
noapasfeneHuns, UCnonb3yrouinme aTn gainbl B paboTe;

- COBMECTHO C Bfafe/lbLeM 3apaXeHHbIX BMpPYycOM (halifloB  MPOBECTWM  aHanu3
BO3MOXXHOCTM, fafbHeiLero nx Ncnosb3oBaHus;

- MPOBECTU NIeYEHNE NN YHUUTOXEHNE 3apaXKeHHbIX (halinos.

6.10. OTBETCTBEHHOCTL 3a OpraHmsaumi aHTUBMpycHOro KoHTpona B WCIMAOH B
COOTBETCTBMM C TpeboBaHMAMMU HacTosAwero [MonoXeHUs BO3naraeTcsd Ha agMUHUCTpaTopa
NH(OpPMaLMOHHOI 6e30MmacHoCTy;

6.11. OTBeTCTBEHHOCTb 3a MpOBeAeHWEe MeponpuUATUIA aHTUBUPYCHOW 3aliuUTbl B
KOHKpeTHOn WCIMAH un cobnogeHve TpeboBaHWiA HacToswero llonoxeHus Bo3fnaraetcs Ha
agMUHMCTPaTOPa MHOPMAaLIMOHHON 6e30NacHOCTK 1 BCeX NOMb3oBaTenein gaHHon CMAH.

7. TpaBuna NaposibHOWN 3aWNTbl

7.1.  JlaHHble npasuna pernameHTUPYOT OpraHM3aLlMOHHO-TEXHUYECKMEe MeponpuaTns
Nno o6ecrneyeHN0 NPOLLECCOB reHepaLnn, CMeHbl 1 NpekpalleHns aeincteusa naponei B CMAH,
a TakKXXe KOHTPO/b AeiCTBUIA Nonb3oBaTenein npyu paboTe ¢ NaponsiMu.

7.2.  OpraHu3auMoHHOe W TexHuMYyeckoe obecneyeHMe TMPOLECCOB TreHepauum,
NCNO/Ib30BaHMA, CMEHbI W MpeKpalieHns LelcTBUS naposneit Bo Bcex nogcuctemax VCMAOH n
KOHTPONb AeWCTBUIA Nonb3oBaTenieli Npyu paboTe ¢ NaponsamMm Bo3naraeTcs Ha afgMUHUCTpaTopa
NH(OPMaLMOHHOWK 6€30NacHOCTMW.



7.3.  Tpwn gocTyne nonbL30Batenisa B CUCTEMY AO/XKHA OCYLLECTBAATLCA UAEHTUPUKALMNSA
M NpoBepKa MNOAJMHHOCTA NO WAEHTUMUKATOPY W Napot, a TakkKe C WUCNONb30BaHWEM
3N1EKTPOHHbIX UAEHTU(PNKATOPOB.

7.4.  JIN4YHbIE Naponu AO/KHbI FreHepupoBaTbCA U pacnpefenaTbca LeHTPanIn3oBaHHO
nnbo BbIGUPATLCA MOML30BATENSAMWN CAMOCTOSTENbHO C YYETOM CleayrLwmnx TpeboBaHwii:

- Naposb JO/MKEH BbITb J/IMHON He MeHee LLecTU 6YKBEHHO-LM(POBLIX CUMBO/OB;

- CUMBOfIbI Maponieit Ans pabounMx CTaHUWUA, Ha KOTOPbIX YCTAaHOB/IEHO CPEACTBO
3allMTbl MH(POPMALMU OT HECAHKLIMOHWPOBAHHOIO [0CTYyNa, AO/KHbI BBOAMTLCS B PEXUME
NaTUHCKOM packnaaku KnaBmatypbl;

- Maponb He [JO/MKeH BK/4YaTb B CebA NIerko BbIYMCNSEMble COYETaHUS CUMBOJIOB
(vveHa, amunumn, HanmeHoBaHus APM u T.4.), a Takke 00OLWenpuHATbIe cokpaweHua (SBM,
NBC, USER nT.n.);

- NpY CMeHe Naposis HOBOE 3Ha4YeHue A0/MKHO OTAMYaTLCA OT NpeAblayLWmnX;
- N0N1b30BaTeNlb HE MMeeT NnpaBa coo6LLaTb NYHbLIA Napob APYTUM NMLAM.

7.5. TonHasa nnaHoBas CMeHa Maposfieli MoMb3oBaTesieil  [JO/MKHA MNPOBOAUTLCA
PErynsapHo, He pexKe OAHOr0 pasa B TeyeHue 3 MecsLes.

7.6. YpaneHme y4yeTHoin 3anucu nonb3oBatens MCIAH B cnyyae NpekpalieHus ero
NofHOMOYWIA (YBO/IbHEHME, MEePexos Ha ApYryto paboTy BHYTPU YUpexAeHus u T.M.) A0/KHa
NPOM3BOANTLCS  aAMUHUCTPATOPOM WH(OPMaUMOHHOK 6e30NacHOCTU  HeMeA/NIeHHO noce
OKOHYaHMSA nocnegHero ceaHca paboTbl JAHHOrO MOJSb30BaTeNsl C CUCTEMOWN, Ha OCHOBaHMUK
yKa3zaHusa pyKoOBOAUTENSA UWN HAYaNbHUKaA OTAeN1a Kajpos.

7.7. BHennaHoBas MofHad CMeHa napo/siel  BCcex MNOSb30BaTenei  [OMKHa
NPOM3BOANTLCS B C/lyvae NpeKpalieHns nosIHOMOYKiA (YBOMbHEHME, MePEXo] Ha ApYryt paboTty
BHYTPM  YyupeXAeHus n gpyrue 06CTOATENbCTBA) agMMHMCTpaTopa WHMOPMAaLMOHHOW
6esonacHocTH.

7.8. B cnydae KoMnpomeTauum nMYHOro naponsa nosb3osatens WVCIMAH [O/MKHbI
OblTb HEMEA/IEHHO NPEANPUHATLI MEPbl N0 U3MEHEHWIO €ro Napons.

7.9. KOHTpoNb AeicTBMI Monb3oBatenei npu pabote ¢ naponsmu, cobnlofeHve
nopsigka WX CMeHbl, XpaHeHWs W WCNOMb30BaHWA BO3NaraeTcs Ha afMUHUCTpaTopa
MH(OpPMaLMOHHON 6e30NacHOCTH.

8. lMpaBuna 06HOBNEHNSA 06LW,ECUCTEMHOIO U NPUK/IAAHOI0 NPOrpaMMHOro
obecneyeHns, TexHnyeckoro obcnyxmsaHusa NCIrau

8.1. HacTosuwue npaBuia pernaMeHTMpyoT obecneyeHve 6e30nacHoOCT MHDOPMaL MK
npu NpoBeAeHUn 06HOBNEHUS, MOAUPUKALNN OBLLECMCTEMHOIO M NPUKNAAHOTO NPOrpaMMHOro
obecrneyeHns, TEXHMYECKOrO 06CNYXMBaHWA U NMPU BO3HUKHOBEHWW HELWTaTHbIX CUTyauuii B
pa6ote MCIMAH.

8.2. TMpaBo Ha YCTaHOBKY, OO6HOBMEHME W MOAUPUKAUUIO OOLLECUCTEMHOIO U
NPUKNagHOro  MNporpaMMHoOro  ob6ecneyeHuss KomnbtoTepoB WCIAH  npegocTaBnsercs
cucTeMHoMy agmuHuctpatopy WCMOH » agMUHUCTPaTOpPy MH(OPMALMOHHOW 6e30MacHOCTH
nCrau.

8.3. TpaBO BHECEHUS W3MEHEeHWI B KOH(Urypauuo annapaTHO-NporpaMMHbIX
CPefCcTB  3aluUTbl  MHMOpPMALMM  NpPefoCTaBfifAeTcs  CUCTEMHOMY  aAMWHUCTPATopy Mo
COrnacoBaHMi €  aAMUHUCTPATOPOM  WH(OPMALMOHHOW  6Ge3onacHoCcTU.  M3MeHeHue
KOH(Mrypaumum annapaTHo-nporpaMmmMHbix cpeacts NCIMAH ApyrumM nvuam 3anpeLleHo.
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8.4. 3adABKYy Ha BHECEHMEe W3MEHEHWII B KOHGUrypauuk annapaTHO-NporpaMMHbIX
CPeAcTB 3alMleHHbIX pabounx mecT WCTIAH. paccmaTpuBaeT pPYyKOBOAUTENb, BU3UPYeET ee,
yTBEpPXAad Tem camblM MPOM3BOACTBEHHYIO HEOOXOAMMOCTb MPOBEAEHUS YKa3aHHbIX B 3asBKe
N3MEHEHWIA.

Mocne 4ero 3asBKa NnepegaeTcs aAMUHUCTPATOPY MH(OPMALMOHHOK 6e30MacHOCTM Ans
HENoCpeACTBEHHOrO MCMONMHEHMS pPaboT MO BHECEHWUID W3MeHEeHWdi B KOHQUrypauuio
KOMMNbIOTEPA, YKA3aHHOTO B 3asiBKe.

8.5. YcrtaHoBKa wnu o6HOBNeHWe noacuctem WCMAH [OMKHbI MPOBOAUTHLCS B
CTPOrOM COOTBETCTBUW C TEXHONOTME NpoBeAeHUs MoguduKaumii NporpaMmMHbIX KOMMIEKCOB
JaHHbIX NOACUCTEM.

8.6. YcTaHoBKa u 06HoBneHMe MO (CcMCTeMHOro, NPMKNaAgHOro, TeCTOBOro M T.M.) Ha
KOMMbIOTEPaxX MPOM3BOAUTCA TOJIBKO C OPUTMHANBHBIX JIMLEH3NOHHBLIX AUCTPUOYTUBHbLIX
HocuTenen (ANCKEeT, KOMMaKT ANCKOB U T.M.).

8.7. Bce pob6aBnsemMble NporpamMHbIe ¥ anmnapaTHble KOMMOHEHTbl AOMKHbI ObITh
npesBapuTeNbHO NPOBEPEHbI HA PaboTOCMOCOBHOCTb, @ TakXKe OTCYTCTBME ONACHbIX (YHKLWIA.

8.8. Tlocne yctaHOBKM (06HOBNeHMs) [MO, aAMUHUCTPATOP WH(OPMAaLUOHHOM
6e30MacHOCTN [0/KeH Npou3BecTU TpebyeMble HaCTPOMKW CPeACTB YMpaBleHUs [JOCTYMNOM K
KOMMOHEHTaM KOMMblOTEpa W MpoBepuTb pabotocrnocobHocTs MO ©  NpaBUAbHOCTL  UX
HACTPOWKMN.

8.9. llpn BO3HUKHOBEHUMW CUTYyaLNil, TPEOYOLLIMX Nepegaydn TeEXHUUYECKUX CpPeacTB B
CEPBUCHBIN LEHTP C Le/Ibi0 PEMOHTA, aAMUHUCTPATOP MHHOPMAaLMOHHOK 6e30macHOCTU 0653aH
npesnpuHATL HeobXoAWMble Mepbl AN 3aTUpaHUA  3aluliaeMoin  WMHGopmauumn, KoTtopas
XpaHuiacb Ha AUCKax KOMMboTepa.

9. TMopAgoK KOHTpoNA obecneveHns 3awntbl nHGopmaummn B MCIAH u
npuocTaHOBKW npegocTaBsieHns MAH B cnyyae 06Hapy>XeHUs HapyLLeHW
nopsaikKa ux npegocraBieHUs

9.1. KoHTponb 3awutbl MHpopmaumun B NCIIOH - KOMMEKC OpPraHuM3auMoHHbIX WU
TEXHWYECKNUX  MeponpusaTuiA, KOTOpble OpPraHU3yrTCca W OCYLECTBAATCS B Lenax
npefynpexaeHus W npeceyeHUs BO3MOXHOCTU  MOJIYYEHUA  MOCTOPOHHUMU  NMLAMU
OXpaHSAeMbIX CBEAEHWIA, BbISBAEHUS U NPeAoTBPaLLEHNA YTeUKM UHGOPMaLMK M0 TEXHUYECKUM
KaHasiaM, UCKIYeHUA WU CYLLeCTBEHHOro 3aTPYyLHEHUS HecaHKLMOHWPOBAHHOIO A0CTyna K
NH(OpMaLMK, XULWEHUA TEXHUYECKUX CPeACTB M HOcuTenel MHGopmauuu, npesoTBpalleHus
cneunanbHbIX NPOrpaMMHO-TEXHUYECKUX BO3/eNCTBUMN, BbI3blBAILLNX HapyLueHue
XapakKTepucTuk 6e3onacHocTH NHopMauum nnu paboTocnocobHOCTH cucTem
NHpopmaTmnsalmm.

9.2. OCHOBHbIMU 3afila4ammn KOHTPO/IA ABMAKOTCA:

- MpoBepKa OpraHu3auuu BbIMONHEHWUA MeponpuATMIA MO 3awuTe MHDOpPMauun, yyet
TpeboBaHMIA MO  3almMTe  WHGoOpMaumm B  pa3pabaTbiBaemblX  MIAHOBbIX W
pacnopsanTenbHbIX AOKYMEHTAX;

- BbIIBJIEHVE [eMaCKMPYOLWMX Npn3HakoB 06bekToB NCIOH;

- YTOYHeHMe 30H nepex3rtTa obpabaTbiBaeMoil Ha 0O0bLEKTaxX WMHGOPMAaLWUKN, BO3MOXHbIX
KaHanoB yTeYyKn UHGpOopMaLUnN, HECAaHKLMOHNPOBAHHOIO AOCTYNa K Heid U NporpaMMHO-
TEXHWYECKUX BO3L4ENCTBUIA HA MHOPMALMIO;



- NpOoBepKa BbIMOMHEHUS YCTAHOBMIEHHbIX HOPM U TPe6GOBaHMI NO 3aWnTe MHHOPMaLUK OT
YTEUKM N0 TEXHUYECKUM KaHanaM, OLeHKa [JOCTaTOYHOCTM W 3((eKTUBHOCTY
MEeponpuATWIA MO 3alMTe MH(pOPMaLUK;

- MpoBepKa BbIMNOMHEHUS TpeboBaHui no 3awmte WCIMOH OT HeCaHKUMOHUPOBAHHOIO
LOCTYyna;

- NpoBepKa BbINOMHEHWUS TpebOBaHMIA MO aHTMBMPYCHOM 3awjuMTe aBTOMATM3MPOBAHHbIX
CUCTEM M aBTOMATU3MPOBAHHbLIX paboynx MecT;

- NpoBepka 3HaHWIi NONb3oBaTeneid MO BOMpOCaM  3aWWTbl  MHGpoOpMauUM K KX
COOTBETCTBMS TPeOOBAHMAM YPOBHSA MOATOTOBKM ANS1 KOHKPETHOrO paboyero MecTa;

- onepaTMBHOE MPUHATME Mep MO MPECEYEHUD HapyLIeHWA TpeboBaHWA (HOPM) 3aLMThbl
nHgpopmaumm B NCMAH;

- pas3paboTka NpegnoXKeHW’ Mo ycTpaHeHMto (ocnabneHunto) AemMackupyrowmx npusHakos
N TEXHUYECKUX KaHANOB YTEUKN UH(OPMaLUN.

9.3. KOHTpO/nb 3awmnTbl MH(OOPMALUN NPOBOAUTCA C YYETOM peasibHbIX YC/I0BUIA NO
BCeM (hM3MYECKMM MNONAM, MO KOTOPbIM BO3MOXEH MepexBar MHoOpMauuu, LPKYIUpyoLLeid B
NCMAH, »n ocywecTBnsetca Mo O00BLEKTOBOMY MPUHUKUNY, MpU  KOTOPOM Ha 060bekTe
O[LHOBPEMEHHO MPOBEPAIOTCA BCE BOMPOCHI 3awWuThl UH(pOPMaUnUn. lMNMepeyeHb KaHanoB YTEUKM
yCTaHaB/MNBaeTCA B COOTBETCTBMM C MOJENbLIO Yrpos.

9.4. B x04e KOHTPO/IN NPOBEpPAIOTCA:

- COOTBETCTBME MPUHATbIX Mep MO o06ecrevyeHU0 6e30MacHOCTM  MepcoHabHbIX
JaHHbIX;

- CBOEBPEMEHHOCTb M MOMHOTA BbIMOMIHEHUS TpeGoBaHWUA HacToAWEero MofoXxeHns u
APYTUX PYKOBOASLMX AOKYMEHTOB MO 3alUTe NEPCOHANbHbIX AaHHbIX;

- 3(h(PeKTUBHOCTb NPUMEHEHUSA OPraHM3aLMOHHbIX W TEXHUYECKUX MeponpuaTuii no
3aWnTe NHpopmauun;

- yCTpaHeHWe paHee BbISB/IEHHbIX HEAOCTATKOB.

Kpome Toro, moryT npoBoAsTCA HEOOXOAUMbIE U3MEPEHUS N PACUETbI, MPUrAaLEHHbIMU
AN 3TUX LUeneil cneymanuctamm opraHusauuv, WUMEHOLLE COOTBETCTBYHOWME NINLEH3UN
PCTIK Poccun.

9.5. OCHOBHbIMW BUAAMU TEXHUYECKOTO KOHTPONS ABNAKOTCA BU3YyasSlbHO-ONTUYECKUIA
KOHTPO/Ib, KOHTPO/Ab 3PHPEKTUBHOCTM 3alUTbl WMHDOPMAUUU OT YTEUYKU MO0 TEXHUYECKUM
KaHanaMm, KOHTPO/ib HECaHKUMOHMPOBAHHOIrO AocTyna K WHGpopMayum u  nporpammHo-
TEXHUYECKNX BO3AENCTBUI Ha MH(OPMALMIO.

9.6. TlonyyeHHble B XO4e BeAeHWS KOHTPONA pe3ynbTatbl 06pabaTbiBalOTCA U
aHaNM3npyroTCA B LieNAX ONpefeneHns AoCTaTtovHOCTU U 3PPEKTUBHOCTU MPefnucaHHbIX Mep
3aWmnTbl MHMOPMALUN U BbISBIEHUA HapyLlleHnin. Tpu o6HapyXeHUW HapyLeHWi HOpM WU
TpeboBaHMI N0 3aWuTe MWHGPOPMALUN  aAMUHUCTPATOP MHMOPMALMOHHON 6e30nacHOCTU
[OKNAaAblBAET PYKOBOAWUTENO [N MPUHATUA MMU  pelleHns 0 npekpaleHun o6paboTku
MH(pOpMaLMN 1 MPOBELEHNA COOTBETCTBYHOLWMX OPraHU3auMOHHbIX W TeXHUYECKMX Mep Mo
YCTPAHEHUIO HapylleHUs. Pe3ynbTaTbl KOHTPONSA 3awWwMTbl MHpOPMaLUU ODOPMAAIOTCA aKTaMm
NM60 B COOTBETCTBYIOLLMX XYpPHanax yyeTa pe3ynibTaToB KOHTPO/IA.

9.7. HeBbIMOMHEHNE MpeAnUCcCaHHbIX MeponpuatTuie no 3awmute TAH, cuyuTaeTcs
NPefnoCbINKOA K yTeuyke MH(opmauyuu (ganee - npegnocbinka). Mo Kaxaon npeanocbinke Ans
BbIACHEHWUA OOCTOATENbCTB W MNPUYUH  HEBLIMONHEHUS YCTAHOB/IEHHbIX TpeboBaHWA Mo
YKa3aHWi0 PYKOBOAMTENSA WAM  OTBETCTBEHHOro 3a 3awWwuTy WHGpoOpmauumM NpoBOAUTCA
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paccnefosaHue. [nd npoBefeHUs paccnefjoBaHWA Ha3Ha4yaeTcs KOMUCCUA C NpUBJIEYEHWEM
aAMUHUCTpaTopa MHMOPMaLNOHHOK 6e3onacHocTU. Komuccus o6s3aHa YyCTaHOBUTb, UMena nu
MeCcTO yTeyka CBefleHUn, N 06CTOATENbCTBA eli CONYTCTBYHOLINE, YCTAHOBUTL NUL, BUHOBHbIX B
HapyLleHUN NPeLnuCcaHHbIX MEeponpuUATUA MO 3aliunTe MHMOPMALUKU, YCTAHOBUTb MPUUUHBLI U
yCoBu1s, CNOCO6CTBOBABLUME HApYLUIEHUIO, U BbIpaboTaTb PEKOMEHAALUN MO UX YCTPaHEHMHO.
lMocne OKOHYaHMA pacciefjloBaHNA PYKOBOAMTENb MPUHUMAET pelleHne 0 HaKa3aHWM BUHOBHbIX
UL, M HEOBXO4MMbIX MEPONPUATUAX NO YCTPAHEHMIO HEJ0CTATKOB.

9.8. BefeHue KOHTPONA 3awWuTbl MHPOPMaLUW OCYLLECTB/AEGTCA MYyTEM MNPOBeLeHUs
NnepuoAuYecKnx, MNaHOBbIX W BHe3amnHbIX MPOBEPOK O06BLEKTOB 3awuTbl. [lepuogmyeckue,
NNaHoBble U BHe3anHble NPOBEPKN 0OBLEKTOB OpraHu3auuy NpPoBOAATCA, Kak Npasusio, cunamm
afMUHUCTpaTopa UHPOPMaLMOHHON 6e30NacHOCTU, B COOTBETCTBUMN C YTBEPXKAEHHbBIM M1aHOM
WX MO COr/lacoBaHUIO C PYKOBOAUTENEM.

9.9. OpHoOin n3 (HOpPM KOHTPONA 3awWuTbl WHPOpMauuu sBAseTcs o06cnefoBaHue
06bekToB VICTMAH. OHO NpOBOAUTCA He pexKe OLHOro pasa B rof pabouyei rpynnoi B cocTase
aAMUHUCTPaTopa NHPOPMALMOHHON 6e30MacHOCTU, OTBETCTBEHHOIO 3a 3KCn/yaTtaunio 06bekTa.
Onsa o6cneposaHma MCIMOH MOXET NpMBNeKaTbCA opraHu3aumsa, nMmerolasa nuueHsmio ®CTIK
Poccumn Ha [eaTeNlbHOCTb N0 TEXHUYECKON 3almTe MHPOPMaLUK.

O6cneposaHne MCIMAH NpoBOANTCS C LENbI0 ONpeaeneHns COOTBETCTBMA MOMELLLEHWIA,
TEXHUYECKUX U NPOrpaMMHbIX CPeACcTB TpeboBaHWAM MO 3aluuTe MHGOpMaLnKn, yCTaHOB/IEHHbIM
B «ATTecTaTe COOTBETCTBUA» U(KUK) TpeboBaHUAM Mo 6e30MacHOCTH. *

9.10. B xopae o6cnegoBaHus nNpoBepseTc:

- COOTBETCTBME TEKYLWMX YCNOBUIA (PYHKLMOHMPOBaHMA 06cnefyeMoro o6bekTa
NCITAH ycnoBuam, CNOXMUBLLUNMCA Ha MOMEHT NPOBEPKU;

- cob6nK0eHMe OpraHun3aLMOHHO-TEXHUYECKMX TpeboBaHMI MOMELWEeHUA, B KOTOPbIX
pacrionaraetca NCIMAH;

- COXPaHHOCTb Meyvartel, NJIOMO Ha TEXHUYECKUX CPefCcTBax nepefaynm u o6paboTKu
MHOpMaLMK, a TakXe Ha YCTPOMWCTBaX WX 3alWUTbl, OTCYTCTBME MOBPEXAEHWUA 3KpaHOB
KOpNycoB annapatypbl, 060104eK Kabene n nx COeUHEHNI C LWUMHAMU 3a3eMIEHNS;

- COOTBETCTBME BbIMOMHAEMbIX Ha 06bekTe WCIMAH MeponpusTuiA no  3aliuTe
NH(OPMaLUKN JaHHbIM, U3/T0XKEHHbIM B HACTOALLEM MOMOXEHUMN;

- BbINONHEHMEe  Tpe6oBaHWi MO 3aWnUTe  MHAOPMALMOHHbLIX  CUCTEM  OT
HECAHKLIMOHWPOBAHHOTO JOCTYNa;

- BbINOMHEHWE TPe6OBaHMIA N0 aHTMBUPYCHOI 3alLuTe.

9.11. ToCyAapCTBEHHbIN KOHTPONb COCTOAHMA 3aMUTbl UH(OPMALMKN OCYLLECTBNSETCA
depfepanbHOM cnyK6bl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto Poccun n degepanbHol
cnyxo6oi 6e3onacHOCTM PoccuMm B paMKax MX MOSHOMOYMIA B COOTBETCTBUM C AEWCTBYIOLLUM
3aKoHofaTenbCcTBOM  Poccuidickon — Pepepauun.  [ocTyn  npefctaBuTenied  yKasaHHbIX
(hefepanbHbIX OpPraHoB WMCMOHWUTENbHON BNacTM Ha 00bEKTbl A5 NPOBEAEeHUS MPOBEPKU, a
TakXXe K paboTam ¥ [JOKYyMeHTaM B 06beMe, He06XOAMMOM [N5i OCYLLECTBAEHUS KOHTPONSA,
obecrneynBaeTcsd B YCTAHOB/IEHHOM MOPAAKE MO MPeAbABAeHUN CNYXeOGHOro yLoCTOBepeHus
COTPYAHUKaA, a TaKXe AOKYMEeHTa YCTaHOB/IEHHOW (hOpMbl Ha NPaBo MPOBEAEHMNSA NPOBEPKMN.

10. MopanoK oxpaHb; U gonycka NocTOPOHHUX nuu B nomeweHna NCIrgH
10.1. B opraHax rocygapcTBeHHOM BnacTu AO/MKHA ObITb NpefycMOTpeHa pusmyeckas

oxpaHa TexHu4yeckux cpeactB WCIMAH  (YCTPOWCTB M HOcUTeneid  MHDopmayun),
npefycmarpusaroLlad KOHTPO/b AOCTYMa B MNOMELLEHNA MOCTOPOHHUX NNL, HANNYMe HafeXHbIX
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NPenaTcTBUA AN HECAaHKLMOHMPOBAHHOIO MNPOHMKHOBEHMS B MOMELLEHWUA W  XpaHUnuLie
HocuTenein nHdopmaulmu.

10.2. B nomeuweHMaxX AO/MKHA OblTb  YCTAHOBMEHAa OXpaHHas W MoXapHas
CUrHanmsayms.

10.3. CepBepHOe 1 KOMMYyTaLMoHHOe o6opyaoBaHue VCMAH LOMKHO HAXOAUTLCA MOA
HaJeXHbIM 3aMKOM, B OTAE/NbHOM MNOMELLEHUN WKW 3anupatoLleMca LWKagy, KoY LO/MKeH
XPaHUTbCA Y aiMUHMCTPaTOPa MHOPMaLLMOHHON 6e30NacHOCTM.

10.4. BckpbiTMEe ¥ 3aKpbITUE  MOMELLEHWI A  OCYLLEeCTBASETCS  COTPYAHMKaMMU,
paboTalOWMUMN B AaHHbIX MomelleHnAX. CNUCOK COTPYLHMKOB, MMEIKLWMNX MNpPaBO BCKPbIBATb
(coaBaTtb Nof 0XpaHy) v onedvaTbiBaTb NMOMELLEHNS YTBEPXKAAETCA PYKOBOAUTeleM U Nnepefaércs
Ha NOCT OXpaHbl.

10.5. TMpy 3aKpbITUM MOMELLEHWA W cpaveln WX NOL OXpaHy COTPYAHUKM,
OTBETCTBEHHbIE 3a MOMELLEHNA NPOBEPAIOT 3aKPbITUE OKOH, BbIKIOYAKOT OCBeLLeHNe, 6bITOBbIE
npubopbl, OPrTEXHUKY U NPOBEPAIOT MNPOTUBOMNOXKAPHOE COCTOSSHMNE NOMELLEHMNS, & LOKYMEHTbI U
HOCUTENIM WH(OPMaLMM Ha KOTOPbIX COAEepXKaTca MNepcoHasbHble AaHHble, ybuparTcs Ans
XPaHeHUs B 3anMpaemMblii ALLMK CTONA UK Celid.

10.6. Mpn o06GHapy>XeHWU MOBPEXAEHNS 3aMKOB, [BEpeil WAW Hanuuus  apyrux
MPU3HAKOB, YKa3blBalLWMX HAa BO3MOXHOE MPOHUKHOBEHWE B MOMELLEHWE MOCTOPOHHUX ML,
MOMELLLEHNE He BCKPbIBAETCS, a COCTAB/AETCA aKT, B NPUCYTCTBMM OXpaHHMKa. O NpoucLlecTBUU
HeMe[eHHO CO06LLaeTCs PYKOBOAUTENO U(MIM) OTBETCTBEHHOMY 3a 3aLLUTY MH(OpMaL K.

10.7. Mpwn cpabaTbiB&KMMN OXPaHHOW CUrHaNM3auum B CAYXE6HbIX MOMELLEHMAX B
Hepaboyee BpeMs OXPaHHMK CO06LiaeT O Cy4YMBLUEMCA OTBETCTBEHHOMY 3a MOMeLLeHune, Unn
OTBETCTBEHHOMY 3a 3awWuTy MWHGOOPMaLMK, WU PYKOBOAUTENO, WM  afMWUHUCTPATopy
MH(OpPMaLMOHHON 6e30NacHOCTH.

11. 3aknyunTenibHble MON0XKeHUA
11.1. TpeboBaHua HacTosiuero [lonoXeHUs 0653aTeNbHbl AN BCEX CAYXALLUX,
06pabaTbiBatOLLNX NEPCOHAIbHbLIE AAHHbIE.

11.2. HapyweHune TpeboBaHWn  HacTosiwero [lonoxeHns BneyeT 3a  coboi
ANCUUNNVHAPHYIO, rpaXkaHCKO-NpaBoBY!o, aflMVHNCTPATUBHYO nnm YrONOBHYO
OTBETCTBEHHOCTb B COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccuiickoin depepaunm.
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